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Abstract - Al-assisted disinformation has become a new variant of cyber threats that impacts people’s campaigns and
mentalities, political processes, and economic growth. New problems, namely deep learning techniques, GANs, language
models, and synthetic media, cannot be solved by simple cybersecurity approaches. The paper aspires to develop a detailed
cybersecurity model that discusses the measures for countering disinformation created by Al by implementing multiple layers
of protection, such as an automated detection system, real-time content check mechanism, human involvement, and
intersectoral cooperation. Firstly, machine learning is used in attacking/defending mode for identifying fake or doctored
media; secondly, use of blockchain for documenting media origins, thirdly, psychological profiling for counter-narrative
strategies. This study provides a qualitative and quantitative assessment of the proposed framework with synthetic news
articles, deepfake videos, and text generated from deep learning models. It also concerns the socio-technical aspects of
disinformation, which is why the study incorporates ethical analysis, policies, and users’ awareness as its parts. The
conclusion drawn concerns the effectiveness of the threat and puts into perspective that the best way to control it is by
implementing technological, regulatory and behavioral approaches.
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1. Introduction
1.1 Need for Specialized Cybersecurity Strategies

When enemies become smarter, it becomes difficult to defend using the common approaches in technology security.
This becomes particularly relevant with the enormous variety of Al-produced fake news, which creates new threats to security
and information infrastructure. [1-4] Thus, there is a requirement for more targeted cybersecurity approaches for the protection
of these new threats, the digital space, and against information manipulation, falsification, and hacking.

It will be pertinent to mention those areas here which point out the need for specialized approaches:
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Figure 1. Need for Specialized Cybersecurity Strategies

o Evolution of Cyber Threats: Thus, the characteristics of cyber threats have gradually evolved over the years. Early
cybersecurity measures aimed to prevent external attacks, threats, data leakages and viruses. However, recently,
appearing of Al threats like deepfakes, automatized misinformation and social engineering attacks widened the area of
cybersecurity threats. These are specific to technical exploits and can mean information operations where people can
create believable LARPing, false truthers, or cyberterrorism. With the increase of these threats, classic defense
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methods, including firewalls or intrusion detection systems, do not suffice when it comes to preventing or even
identifying the disinformation originating from Al

e Complexity of Al-Generated Disinformation: Disinformation capable of being produced and disseminated by
artificial intelligence presents an unprecedented and highly diverse threat to cybersecurity because it deals with
conveying and injecting pre-emptively fabricated information into a system with the end aiming at misleading the
target or the intended receptor. This is because other tools such as GPT-3/4 for text, StyleGAN for images, and
XceptionNet for deepfake have emerged to allow the large-scale creation of realistic fake content. These Al-powered
disinformation campaigns are not easily noticeable with the old-format detection systems designed to track regular
viruses or cyber-attacks. Thus, there is a need to develop tools to identify such new and complex forms of attack
because they are capable of causing extensive damage under the rather new and more sophisticated ways of attack.

e  Growing Impact on Public Trust and Security: The effects of this fake news generated by Al cannot be
overemphasized, given that the public is now exposed to it in its operations. Social networking sites have been the
primary platforms that have long been used in some political contests and other occurrences, such as health crises
through fake news, deepfake videos and manipulated social media threads. This not only poses a threat to
democracy’s stability in the region but also threatens social harmony. Conventional approaches to cybersecurity that
remain oriented on protecting, for example, files, networks, and perimeters, do not address these psychological and
social vulnerabilities produced by the spread of misinformation. New methods need to be established to prevent
Tampering with the trust that the public places in different media and to protect the content being passed across.

e Need for Real-time Detection and Mitigation: Due to the high speed at which such information can be
manufactured and disseminated using Al, the only way to counter this is through real-time solutions. Taking
advantage of the number of users that log into social networks and other platforms within hours or minutes,
disinformation campaigns aim to go viral. It is impossible to achieve this processing pace with traditional security
systems, which operate with batch processing or by scheduled scans. There must be cybersecurity solutions that
engage real-time monitoring, intelligent algorithms for detecting any disparities and real-time alarms that would
enable one to prevent any more threats from occurring to tackle this challenge. This makes it easier to prevent,
endeavor to report or effectively remove specific content before it causes a lot of harm.

e Need for Interdisciplinary Collaboration: Due to the nature and interrelatedness of the points made at each Al-type
of disinformation, new approaches should involve specialized cybersecurity to embrace the spirit of interdisciplinary
cooperation. This involves cooperation with IT professionals, psychologists, sociologists, political scientists, and
ethical experts to create a multifaceted approach to address disinformation challenges. For instance, knowing how
fake news is disseminated and psychological weapons utilized involves understanding human actions and may help
create the devices for detecting it that will go beyond the Tags. Therefore, it requires cooperation with developers of
new technologies, policymakers and representatives of social networking sites to establish proper regulations, rules,
and tools that may counter these threats efficiently.

e Legal and Ethical Considerations: Legal and ethical challenges are significant in connection with the development
of professional measures against the distribution of Al-generated misinformation. There is a dearth of safeguarding
individuals and institutions from the negative impact of fake news and preserving the rights to free speech and
privacy. It is, therefore, imperative not to allow a specialized strategy to be only technologically oriented to
interference recognition and prevention while not neglecting civil liberties. There will be significant attitudinal
prerequisites regarding best practices of Al in combating disinformation, as well as rules and regulations that outline
the legal responsibility and credibility of the endeavours towards the public.

1.2 AI-Generated Disinformation Campaigns

Al-powered fake news is a relatively new form of fake news that uses professional artificial intelligence technologies
to develop and disseminate fake information. While in traditional disinformation cases, there are people who create messages
or information to deceive the targeted audiences without knowing that they are wrong, Al disinformation looks completely
different. It can produce diverse forms of text, images, videos, or voices with the help of artificial intelligence, making them
easy to spread and hard to detect. The ability to generate natural language from GPT-3/4, realistic images from StyleGAN, and
deepfake videos from XceptionNet enables different malevolent agents to easily produce efficiently forged content in several
seconds. These campaigns can be geared towards particular persons, organizations or the entire society to change their
attitudes, foster negative perceptions or even mobilise them to support certain causes that may not be beneficial to their
welfare.

Thus, one of the key elements of disinformation originating from Al systems is its ad hoc personalisation in order to
increase its persuasiveness. For example, it is easier for a certain targeted user or group of users to believe certain Fake news
through artificial intelligence than normal individuals since the fake news is formulated in a way that the Al predicts that those
particular users will believe it in particular. This is worrisome because an article takes very little time to be created and shared.
Even if it is fake news, it will be out and about within social media platforms, news sites, and blogs. These campaigns are also
much more dangerous due to the fact that they use various Al-generated content, which can bypass the human immune system.
Deepfake, however, generates realistic videos of politicians saying something they did not say or doing something they were
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not caught doing, hence eroding the public’s trust in news and politics. While Al technologies advance, the complexity of
disinformation campaigns will also increase, so they should use a higher level of detection and combating methods for
protecting the end user and society at large from the ill effects of such campaigns.

2. Literature Survey
2.1 Evolution of Disinformation Tactics

In this study, the author discussed how the disinformation strategy has developed with the advent of Artificial
Intelligence (AI). In the past, disinformation normally involved news forged by hand, which was circulated through print
media or television, among others. These were carried out very elaborately, more so because they needed people to develop
stories to produce falsified information. [5-9] However, due to the improved algorithms, modern forms of this phenomenon are
much more developed. These instruments, GPT -3 or GPT-4, have helped increase the speed with which realistic texts are
generated and, subsequently, fake news is disseminated. Additionally, approaches like StyleGAN and Midjourney allow for the
production of photos and videos with the likeliness of real ones, thus making it difficult to determine which is fake and which
is real. For instance, WaveNet and Resemble Al are some technologies that can be used to Clone voices, which will encourage
the impersonation of individuals for malice-making purposes. Thanks to these Al tools, disinformation does not extend the
coverage, and

2.2 Detection Techniques

As techniques and strategies for using false information have developed, so have the ways of identifying them. NLP
fact-checking is a detection technique based on semantic content analysis to determine if it aligns with the facts. This works
with big databases of known information and compares NLP models on the new text and the facts to highlight the difference.
That is why deepfake detection can be considered another approach that implies the analysis of videos and images for frame
dissertations, which can signal manipulations. This can be easily and most typically performed using Convolutional Neural
Networks, which are developed to identify discrepancies in pixel patterns that are not easily recognizable by viewers’ eyes.
Social graph analysis is another approach grouped in this category — here, structures of social media networks are analyzed to
identify botnets or peculiar patterns in the flow of information. This method focuses on detecting bot accounts, which post fake
news or seek to influence the outcome of certain events through their activities, for example, sudden sharing of posts across
various platforms.

2.3 Adversarial AI and Detection Challenges

The increase in the use of Al in spreading fake news has led to the emergence of an innovative factor with the name
adversarial Al. Adversarial training is a practice in which the attackers can purposefully build inputs that may deceive or get
around detection methods. This has made the situation akin to the game between the red and the blue team, wherein the side
that creates disinformation constantly seeks new ways to increase their efficiency in deceiving the target while the side that
aims to prevent the disinformation tries to find ways to strengthen its action to counter the side that creates the disinformation.
Consequently, developing and modifying certain detection systems is necessary due to the shifting of the disinformation
methods. The following figure shows the feedback between these two forces, which are elaborated as following the constant
evolution and progression of disinformation and countermeasures in today’s technological world. Cultivators and detectors of
disinformation keep up with a cat-and-mouse game that hinders attempts to prevent the spread of fake news.

2.4 Current Frameworks and Limitations

Some of the seeming detecting techniques have been developed today, but most current approaches to combating
disinformation have critical drawbacks. One of the main challenges, for instance, is low inclusiveness: many detection tools
are concrete and can analyze only certain kinds of disinformation or particular media types. This is because they cannot cope
when faced with new or emerging trends in deceit. Furthermore, problems with high false positives persist as well. The
detection systems, particularly with Artificial intelligence, usually label normal content as disinformation because they cannot
fully grasp the context; hence, they censor or confuse the public. In addition, a number of systems are not real-time, and
therefore, they cannot afford to stop the spread of fake news as close to real-time as possible. Due to the dynamism in social
media or digital communication, fake content may take time to be flagged or corrections to be made, giving the fake content a
chance to go viral.

2.5 Research Gaps Identified

Indeed, the current state of disinformation and the measures to prevent it still present the following research gaps.
This means the present protection state lacks a comprehensive approach incorporating a warning system and people’s minds.
That is so because technical means like artificial intelligence-based detection or fact-checking tools do not consider the
psychology of how such fake news or miscredible sources are created and disseminated based on manipulating people’s
cognitive biases or emotions. A more suitable approach that combines the abovementioned strategies might better counter the
disinformation. Another area is the possibility of mass verification of facts crucial to addressing fake. Nevertheless, the large
amount of information appearing on the internet makes manual verification impossible within a short time or in a large number
of cases. Also, there are no provenance assurance mechanisms by which a user can easily determine the origin and previous
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history of content. This may assist in identifying authentic data within the content and obtaining its certification before it goes
viral. Filling these gaps is necessary for creating better and less partial approaches to combating the new form of Al-provided
false information.

3. Methodology

3.1 Overview of Proposed Framework

Specifically, the proposed framework should be capable of developing a general approach to identify and counter

disinformation in multimedia forms. [10-15] It includes four major components that help to detect and verify fake/misleading
information and to react to it.

OVERVIEW OF PROPOSED
FRAMEWORK

Input Layer _ Detection
Engina
R;sr::';d <> — Provenance
v Tracker

Figure 2. Overview of Proposed Framework

Input Layer: The first layer in the proposed architecture is the Input Layer: this layer is responsible for acquiring
data from various social networks and other sources, for instance, the input layer takes in text, images, videos, and
audio contents. It becomes the initial stage of the data management process, which starts with collecting data feed for
processing. It thus can address various types of disinformation in text articles, altered videos, and fabricated social
media posts.

Detection Engine: The Detection Engine is the functional or working engine of the proposed framework working on
the Al classifiers and anomaly detectors for detecting disinformation. These models are designed to detect post-revise
triggers in the contents like language structure, template of images or videos, and even in the pattern of behavior
evident in cases of suspected bot farms spewing fake news. In order to achieve this, the engine practices historical
analysis, NLP, and computer vision to identify what could be considered fictional information and the credibility
rating of the content according to certain indicators of authenticity.

Provenance Tracker: Using blockchain technology, the Provenance Tracker creates a means to authenticate content’s
origin and condition. As a result, it is possible to track all the multimedia items down to the source to know what the
contents are and if they have been altered in some way. Through the operating certification process based on
blockchain, the tracker provides an effective and safe way to combat fake or adulterated media that empowers users to
evaluate the reliability of the content they meet.

Response System: The Response System is the component that reacts to the disinformation as soon as it is identified.
It warns the users about spam, hides it, and engages in further actions such as requesting a human review process.
This system helps enhance the proficiency of users and moderators by presenting relevant information on the
appearance and types of such content and capacities for quick information exchange for countermeasures against such
content. It educates the users by changing their paradigms towards harmful misinformation.

3.2 AI-Powered Detection Modules

The detection modules are the core of the proposed framework and are developed based on artificial intelligent

techniques to detect many types of disinformation in multimedia content. Thus, these modules are based on different models
and datasets for handling various kinds of disinformation, such as textual and deepfakes.

Text Disinformation Detection: In the case of Text Disinformation Detection, the framework uses a trained BERT
model with a LIAR dataset. BERT is a NLP model in itself that is specifically designed for understanding contextual
information in the text. Achieving an adequate level of accuracy in the identification of the presence of false
information entails fine-tuning the BERT on the LIAR dataset that distinguishes instances of true and false statements
to a large extent. These evaluation parameters include Accuracy, False Positives, False Negatives, Precision, and
Recall. The precision of this model is 92 %, meaning that out of all the items categorized as Disinformation, 92% are
Disinformation, while Recall stood at 87%, meaning out of all Disinformation cases in the pool, 87% was flagged by
the model. These high-performance metrics guarantee that the devised model is useful for detecting text-based
disinformation to a reasonable probability level.
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Figure 3. AI-Powered Detection Modules

e Deepfake Detection: For Deepfake Detection, the framework uses the XceptionNet deep learning model, which is a
Convolutional Neural Network (CNN) that provides image and video analysis. XceptionNet is well-suitable for
deepfake detection because it analyzes each frame separately and checks the differences in movements, illumination,
and texture that a fake face may have. For this purpose, the face recognition model is trained on the FaceForensics
dataset, which contains a wide range of manipulated videos, including different types of deepfake. This dataset
enables the model to acquire knowledge about fake videos’ features and enhances decision making of the genuine and
fake media. Due to the fact that XceptionNet examines each frame of the video, one can minimize even the slightest
bias that a human viewer would not be able to notice and, therefore, guarantee a high level of deepfake identification.

e Blockchain for Content Provenance: In the context of the proposed framework, the concept occupies a very
important place due to the issues of proving the uniqueness and reliability of content. This way, using blockchain for
the origins of the content allowed the system to track changes and the history of multimedia content and note the
authenticity of a piece of content provided by any user. Here, both platforms integrate most of the underlying features
of blockchain, including, but not limited to, content creation timestamping, where the downloads created by an
individual are stamped with the exact time of their creation. This timestamp is firmly embedded into the Proto-Leaf
and is another essential argument proving when this particular note was created. For this reason and for purposes of
tracking content flow, it is easy for a user or content moderator to determine whether the content has been changed or
modified in between its posting date. Besides time stamping, smart contracts enable presenting the entire record of
modifications made to the content. These smart contracts are embedded into the blockchain as a line of code and
reflect every interaction with the content, including any alteration, share or re-endorsement. Due to decentralised
properties, smart contracts allow observing any change in content and all the directions it has been shared; any
manipulations or modifications made to the content are easily captured and documented. This ensures that they are
more accountable, and nobody can easily tamper with or even delete such records since the technology would indicate
it. Blockchain technology makes it possible to have an online content-sourcing platform that helps verify or source
content in a trustworthy manner without the fear of being misinformed or given fake information. Explaining how
media has been subject to manipulation, blockchain enables the users to access the history and its sources, proving
that the specific information is not manipulated and restoring accountability for the contents when present in the info-
flood environment.

3.3 Human-in-the-loop Verification

Human-in-the-loop (HITL) Verification is also integral to the framework, which aims at integrating the role of human
intelligence in an automated environment to increase the efficiency of the verification of content, especially in situations where
its nature is utterly vague. The abundant technology benefits in precision and speed of analysis and in filtering out the
potentially misleading information sources that may fail to include context, irony, cultural references or other highly developed
subterfuge strategies in the misinformation campaigns. This is where the contrary is the case, which underlines the significance
of human intervention. [16-20] The incorporation of the HITL allows an expert review of the flagged content to be made
before an action is taken since the automated systems are designed to flag questionable content. When content is flagged as
potentially misleading or suspicious, the HITL mechanism directs the text to the HITL review queue, where experts can see the
content in full context and consider the nature of the content and its source, the intent of the content, etc. These are
professionals who may be trained in unilateral digital forensics or media, which helps give more subtle feedback that Al
systems are not able to provide.

From this, they can confirm or deny the automatic flag, which is an important step that enhances the quality of the
system. Thirdly, such feedback gathered from real human experts is processed, and the Al is trained to better detect other
subforms of disinformation. Such an approach results in constructive learning with interactions between artificial intelligence
and experts who fine-turn the algorithm to accommodate the specificities of new cases. The hybrid approach of the automated
and the supervising experts guarantees reliability and expansiveness of the framework that can process a large amount of the
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information flow while considering such additional factors as real-life content. In cases where disinformation is too complex to
be handled by an Al alone, the HITL verification ensures that any decisions are made with a lot of consideration, thereby
improving the amount of trust that people will have in the system.

3.4 Real-time Alert System

The Real-time Alert System is developed to inform the users about the information in the digital media, which can be
fake news and misleading during interaction. An application of this system could be a portable browser add-on that easily
rectifies its operations in users’ browsing routines. After the installation, this freely operates in the background and scans any
content the user interacts with on social media platforms, news or any other social forum for disinformation or manipulation.
Therefore, when programmed to recognize such altered content, including deepfakes, fake text or other manipulated images, it
sends an immediate signal to the user. This alert could include an easily distinguishable color change in the GUI, overlaying a
message on the browser interfaced, or even a new icon on the existing interface. Users can get instant alerts related to the
content being viewed on a certain website and its possible risks.

This may involve elaborating the main concerns as to why the content has been flagged due to dissimilar images,
peculiar text characteristics, or incongruity in the multimedia duality of speech and action. Besides alerts, the plugin can
display links to easily delve deeper into the article, including links to its authenticity check by referencing debts on fact-check
websites, links to blockchain records, or reports of the detection engine. It provides more than mere notification to the users but
a practical method that enables users to comprehend content critically. It puts the power of filtering potentially fake news in the
hands of the user so that the user will be more equipped to differentiate legitimate sources from fake ones. Through real-time
functioning, the system contributes to preventing the distribution of fake news and avoiding user’s actions on these fakes.
Overall, it enhances the reliability of information in the cyber environment and minimizes the invasion of fake news into
society.

3.5 Psychological Modeling for Narrative Anticipation

The implemented ‘Psychological Modeling for Narrative Anticipation’ is based on the sentiment trajectory analysis of
disinformation considering the sentiments and emotional appeal involved in the narratives. Specifically, this approach
incorporates psychological theory, specific text databases, sentiment analysis, machine learning, and crowd policing to prevent
new disinformation trends before they appear. I believe that the main concept here refers to examining how stories change in
the public domain and how the emotional index of these stories determines people's behaviour. When the sentiment is also
detected to be changing from positive to fear or anger or any other negative sentiment, it is possible to forecast which of the
disinformation stories are going to go viral or cause a lot of harm. Sentiment trajectory analysis is the general analysis of the
trend of sentiment of content shared in social sites, news, articles, blogs and other related media. It uses NLP to track the
changing trends in attitudes linked to certain topics or keywords among the groups and across various time intervals.

Thus, it is possible to forecast a linear development pattern for a narrative, whether it will turn into a large-scale
process of misinforming the public or the corresponding subject will calmly pull out of the situation and remain at that level.
The psychological modeling part is based on the psychological theories of emotion, motivation and social impact on the user
and groups of users to anticipate their possible reaction to a certain material. This capability enables the system to detect
tendencies of disinformation before they become prevalent and, therefore, provide early intervention for such things as policy-
makers, media houses and fact-checkers. It also helps predict which emotions or psychological factors are being manipulated
by those actors for their misrepresentation campaign. Therefore, with the help of integrating the existing sentiment analysis
approaches with the concept of psychological modeling, the described framework not only detects disinformation but also
offers a proactive approach regarding its further spread, increasing the efficiency of countermeasures as of their timeliness.

4. Result and Discussion
4.1 Dataset and Experimental Setup

The metrics collected for the framework’s performance involved using a variety of datasets, with each set containing
contents containing different forms of disinformation, including articles, videos, and chain threads found on social media
platforms. These were chosen deliberately in order to let the framework be applied to various types of disinformation and
content.

e LIAR (News Text): The LIAR dataset is a set of news articles processed with the help of the information about their
truthfulness provided by PolitiFact. This makes the corpus substantial, encompassing 12000 statements directly
helpful to train the models which deal with text-based disinformation. This dataset is useful in testing an NLP model
like BERT since it can determine its effectiveness in distinguishing between real and fake news. The manipulations
related to this dataset include but are not limited to the political and social statement types and the presence of a wide
range of actual false information detected in articles.

o FaceForensics++ (Videos): FaceForensics++ is a recently proposed dataset that is specifically created for such
purpose of detecting deepfake videos. It comprises 1,500 videos from which the faces have been changed or replaced
with those of others from public datasets. This is relevant in using XceptionNet models that analyze frames of the
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video to identify visual signs of deepfakes. It is also beneficial to have this dataset due to the availability of different
forms of deepfake generation and the use of modern Al technologies.

Reddit Hoaxes (Threads): The Reddit Hoaxes dataset contains 5000 threads from Reddit that have been found as a
hoax. These threads include conspiracy theories about health and politics and other trends throughout the year. Since
Reddit has been known to be one of the favourite platforms through which disinformation spreads at a very high rate,
this dataset is relevant for examining the performance of social media-based disinformation detection. Texts and
community involvement provide the means of evaluating whether the introduced framework can handle
misinformation and hoaxes in an extended text format and subsequent conversations and interactions in an
instantaneous messaging system. Altogether, these datasets guarantee the reliability of the proposed framework, as it
can process various content types and types of disinformation in realistic use cases.

4.2 Evaluation Metrics

Several assessment measures are used in the detection models, each providing a different viewpoint about the system's

performance. These metrics assist in determining the degree to which the disinformation is detected and categorized depending
on its content-type: text, video, social media post thread, among others.

Accuracy: Accuracy is one of the simplest evaluation techniques, and it indicates the performance of the whole
model. It is commonly given as the percentage of the contents correctly recognized using the sample as a true positive
rate plus the true negative rate. Although accuracy is good for a general idea of a model’s performance, it can be quite
deceptive in cases where there are more positive or negative examples than the other (e.g. most of the content is true,
a small portion is false). However, accuracy is not as unimportant as the previous discussion made it seem because it
offers an easily understandable and general quantification of the model.

Precision & Recall: Precision and recall are two measures that maximize the system's performance in the problem of
identifying fake news while minimizing mistakes. The recall is the proportion of actual items of disinformation
among all items labeled as such by the method. An aspect that reflects the high precision is that when the model labels
the content as misleading, it is virtually certain to be correct. It is most applicable where false positives, which are
flagging contents that are not manipulated, are costly, such as in systems that rely on the user's trust. On the other
hand, recall how many of those users the model accurately identifies as a part of the set of false information out of all
the actual false elements in a set. That means high recall always indicates the model that can predict most of the
disinformation, even if it sometimes, for example, marks some normal users’ tweets as suspicious. It is important in
the scenario where collecting as many samples of disinformation as possible is relevant, even if it means occasionally
getting it wrong. These two are usually inversely related to each other. In terms of the trade-off between recall and
precision, it has been found that the two are often inversely related, which means that by increasing the former, it is
possible to decrease the latter depending on the configurations of the used model and the set classification threshold.
F1 Score: This is notable because the F1 score is a balanced measure that takes into formulation the precision and
recall. It is the harmonic mean of precision and recall and is more appropriate in cases of skewed classes and when
false positives and negatives are of similar importance. The F1 score, therefore, considers both aspects of exactness
and coverage to ensure that the system is well evaluated in a situation where both false positives and false negatives
are undesired. It is used when there is the need to assess the model’s performance in ways other than one photo metric
compared to the other.

4.3 Performance Comparison

The following table summarises the main results of the experiment for two models, the BERT model for detecting

disinformation text and XceptionNet for deepfake detection with the following metrics: accuracy, precision, recall and fl score.
They help evaluate the models' effectiveness to recognize the type of disinformation that corresponds to the specific subject

field.

Table 1. Performance Comparison

Model Accuracy | Precision | Recall | F1 Score
BERT 89% 92% 87% 89%
XceptionNet 94% 91% 96% 93%

BERT (Text Disinformation Detection): In text-based disinformation, BERT gives an accuracy of about 89%. Such
an outcome indicates that, on average, the availability of BERT allows the classification of disinformation in 89 % of
cases for the given dataset. Accuracy: BERT is accurate since it has an accuracy rate of 92% for all the content it
labels as misleading. Its recall is, however, slightly low at 87%, which means although BERT is good in determining
if something is disinformation, it has a low chance of identifying what is disinformation. The recall of the BERT
model is also noted to be 89%, which can be considered a good score because it considers both the precision and the
recall rates. This makes it ideal for the scenario where one wants to avoid having most correct information flagged as
misinformation; hence, except for instances of disinformation, such a system would not necessarily capture all.
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Figure 4. Graph representing Performance Comparison

XceptionNet (Deepfake Detection): The model known as XceptionNet, commonly used for deepfake detection, has a
94% accuracy; this is quite high, making the model that much more efficient in the detection of such videos. The
recall value is 96%, more than BERT, proving the model to identify almost all categories of deepfakes in the dataset.
However, its accuracy is slightly lower at 91%, which shows that although the tool is very effective in identifying
deepfakes, it tends to classify some genuine videos as fake. The F1 score of 93% is high, and this model can be
considered very good regarding the balance between deepfakes and misclassifying real faces as fake ones.
Specifically, XceptionNet proves extremely efficient for detecting the presence of deepfake content, especially when
it comes to cases where the absence of the deepfake would cause more harm than marking a comparatively few non-
DeFake videos. XceptionNet also outperforms BERT in all the addressed fields concerning deepfake detection,
including recall, as it serves extremely well, and the model perceives almost all kinds of disinformation.

Nevertheless, BERT is optimal for textual disinformation and useful in all the settings where false positives must be
avoided. Despite utilizing higher accuracy and recall rate, slightly lower precision tells us that XceptionNet may
generate more false flags, which is a usual subject for intricate visual perception like fake video detection. In terms of
the performance of the resulting models, XceptionNet outperforms all others in the ability to distinguish deepfake
videos, while BERT remains exceptionally reliable in the assessment of the textual content.

4.4 Case Studies

Case 1: 2020 U.S. Election Deepfake Videos: In the political arena, specifically targeting election years prior to the
one taking place in the United States of America in 2020, there were doctored videos that were shared with the
purpose of swaying opinions over political candidates worth voting for. Some highlighted videos were of politicians
saying things they never did during the campaigns, thus straining the credibility of the elections. By identifying
general character movements and minute facial movements of characters and other visual discrepancies, the identified
framework based on Deep Learning’s XceptionNet was successful in categorising these videos. Because XceptionNet
had high recall and accuracy, it could detect the most sophisticated deepfakes doctored to be as natural as possible. By
engaging the real-time alert system of the applied framework, the users and moderators were informed instantly in the
case of a deepfake, which allowed them to take further actions against the dissemination of fake news. This action
was useful in disarming the effects of these doctored videos during what could be described have the delicate period
for the democratization process.

Case 2: COVID-19 Synthetic News Threads: When the COVID-19 incident occurred, there was an increase in
synthetic news threads and hoaxes in social media, specifically Reddit. These threads were normally filled with lies
about the virus, its cures and government responses entailing confusion, fear and generally misinformation. The
framework analyzed threads and comments of Reddit users involved in sharing false posts, and in doing so, it used the
Reddit Hoaxes dataset containing verified hoaxes. From another viewpoint, the goals of these posts were achieved by
analyzing mainly the semantic contents and the interactions within these threads to detect hazardous misleading
information with better efficiency outcomes. The moderators successfully deleted the fake posts with the help of the
separators suggested in the framework. They supplied users with more accurate information, which would assist in
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fighting the spread of such information during the pandemic. This case study is a good example of the use of the
framework in order to approach misinformation in the context of an ongoing and developing event.

4.5 System Latency and Scalability

The runtime response and, conversely, the extent to which the system can handle numerous requests and massive data
feed are relevant issues that define the system's feasibility when deployed in commercial contexts where a huge amount of
content needs to be processed within the shorter time frame. In essence, the detection rate of the system with respect to time
has been enhanced in relation to units of content which may be encountered. For the overall algorithm development, the
average time needed for the detection is about 3.5 seconds per article, which is text-based content such as news articles or
social media streams. This makes it possible for the system to efficiently mark the given content as disinformation, especially
if the application needs a real-time feed, as in the case of social media monitoring or news filters. In the same manner, when it
comes to video content, as it entails more computational resources than image content due to deepfake detection, each video
takes about 5.2 seconds to be processed by the system.

Though video analysis is generally known to be more resource-consuming, the result of system performance in this
field grants the ability to detect changes in time that let the framework operate in dynamic high—load environments properly.
From a scalability perspective, the framework was constructed with the potential of responding to large amounts of data, as
witnessed in large organizations. Thanks to this distributed architecture, the system can process up to 100 thousand inputs per
hour, which is critical for a platform with a large flow of user-generated content, social networking sites, news aggregators, etc.
This scalability makes the framework suitable for high-traffic areas with content production and constant exchange of
information. Thus, with an ever-increasing amount of fake news, employing solutions that can handle such load allows for
real-time operation of the system and timely responses. Having achieved the detection of new fake news within a low latency
and the possibility of scaling up the system affordably guarantees that the method is functional and fit for large implementation
to meet the increased false news circulation in various forms.

4.6 Limitations

e High Compute Costs: The primary drawback of the discussed approach is related to the fact that it requires a
comparatively large amount of computational resources. More advanced techniques like BERT for text classification
and XceptionNet for detecting deepfake need a lot of memory especially GPU or distributed system. These classifiers
provide accurate and fast results, but they can consume many resources when in use and are costly when used in big
organizations. For organizations that cannot afford a powerful computer or may be operating in areas that demand an
efficient operational power source, the need for such strong hardware might be a hindrance. This limitation is rather
important in the case of system usage on platforms with a high rate of content production, as well as those which
necessitate processing in real-time or infrequently.

e Dependence on Labeled Datasets: Another issue the framework suffers from is its reliance on already labeled data
for training the models. This is usually based on the availability of good quality annotated data, such as the LIAR for
text and FaceForensics++ for deepfakes. However, the generation of large, annotated datasets for all kinds of
disinformation can indeed be a major challenge since new forms of disinformation and textual constructions are
constantly appearing that the model will not be able to evaluate as ‘disinformation’ when there are not enough of them
in the set of labeled examples. Also, such datasets’ quality influences the model. If gaps or issues exist with the
presented datasets in some domain, it may become an issue with generalization to unseen or underrepresented types of
disinformation.

e Difficulty in Nuanced Narrative Detection: It is also used to identify high-level disinformation, the nature of which
might contain emotional stories or context-specific or psychological tricks and ploys. The system is particularly
adequate at managing clear misinformation, though with misinformation, manipulations that are based on emotions or
those that are well camouflaged in other contexts are impossible to notice. For instance, post that makes people
emotional to play on a particular bias can slip through the detection radar if they do not breach facts. Also, it can be
complex and lengthy or depend on context, such as building up a complex story over several occurrences of related
events. Therefore, the system may fail to identify some strategies disinformation agents employ. As such, it is not
entirely useful in psychological disinformation warfare that is camouflaged as normalcy.

5. Conclusion

Having defined Al-generated disinformation as a new and continuously developing threat since the beginning of the
Years of Digital Transformation, the article highlights the changes in cybersecurity. The evolvement of diverse, powerful Al
technologies based on deep learning models for text, image, and video processing has created new types of fake news
cyberterrorism that can cause doubts in society, change its position, and destabilize it. To address this situation, we provided a
multi-layered solution for checking and eradicating Al-generate disinformation across different content types. It also
incorporates state-of-the-art detection models for text and deepfake videos, BERT and XceptionNet, respectively; further, it
uses blockchain to tag and prove content origination and an integrated human in the loop to correctly categorize new-age subtle
cases.
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This shows high performance with text-based disinformation and deepfake videos, proving that the proposed
framework is general enough to deal with various forms of disinformation. Thus, the systems for real-time alerts and
distributed architecture guarantee content handling when working with high-traffic platforms while maintaining the
framework's scalability. Furthermore, blockchain provenance can guarantee that the content can be inevitably traced back,
which increases the ability to fight against fake news or other kinds of misinformation. However, applying the mentioned
framework also has some drawbacks and limitations. This includes high computational costs, which are prohibitive, especially
when scale is used in scenarios, especially where resource is a limiting factor. Also, because the proposed framework works
under supervised machine learning, it is limited by the quality and quantity of labeled data sets. In addition, as with the
previous set of experiments, the framework has high accuracy only for clear-cut disinformation categories and does not work
well with emotionally laden, context-sensitive, or nuanced narratives used in modern disinformation campaigns.

For the future development and continuous improvement of disinformation detection systems, the improvement of
existing or discovery of new approaches and leveraging on interdisciplinary efforts are deemed fit. It is, therefore, the future
research work that we suggest should focus on Ethical artificial intelligence governance since it lacks proper guidance on
issues to do with Al or the formulation of regulations that should govern artificial intelligence since it is still in its infancy and
Disinformation literacy or capacity as most of the general public is unaware that they are being introduced to false information.
One could control the effects of Disinformation and Al in our society if a perfect digital information system has been put in
place, as this would ensure that the technology has a positive influence on society.
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