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Abstract - The multi-cloud serverless computing involves the placement of Function-as-a-Service (FaaS) workloads with different
cloud providers to increase system resilience and a cost-optimized environment. This paper will give a detailed summary of multi-
cloud serverless architecture, its motivations, design, and challenges as well as its future. We explain how several clouds can help
eliminate the risks of vendor lock-in and provider outages (which is a top issue in such high-availability and compliance-driven
industries as fintech). The Introduction includes the description of the relevance of multi-cloud FaaS and the current specific
drivers, including the resilience of operations and cost reduction. Literature Review investigates the research available about the
serverless methodology and multi-cloud access strategies further demonstrating the tradeoffs regarding performance and
economics. An Architectural Overview explains the design of multi-cloud FaaS platform architectures and the aspect of
orchestration layers that helps achieve interoperability between AWS Lambda, Azure Functions, Google Cloud Functions and
others. We explore some of the Key Challenges such as cold starts, performance overhead, observability, security, and regulatory
compliance of multi-cloud deployment. Cost Optimization Strategies are discussed with reference to the pricing strategies at major
providers and the methods to cut the cost with the maximum fault tolerance. Resilience and Fault-Tolerance patterns are then
discussed including active-active deployments and distributed failover across clouds. Case Studies on fintech present another
demonstration of how multi-cloud serverless enhances compliance and reliability in payment systems. Last but not least, we can
point out where Future Directions developing in the form of edge computing and Al-based optimizations or open-source FaaS
frameworks will influence the next wave of resilient and cost-effective multi cloud serverless platforms.
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1. Introduction

Multi-cloud serverless computing refers to the act of having serverless applications (Faas and associated services) that operate
across multiple cloud providers at the same time. In serverless, users express their application in discrete functions using one of
the managed platforms (e.g., AWS Lambda, Azure Functions, Google Cloud Functions) without provisioning and operating
servers. This paradigm is extended in multi-cloud deployments in which the same codebase or workload can be deployed to
various clouds with only slight adjustments [11]. In this, infrastructure management is abstracted and provides stronger portability,
such as, a Python function can be pushed to both AWS and Azure with just configuration and not logic change [11]. The
possibility of executing the same functions on more than one provider is a great opportunity of resilience and cost efficiency.

Multi-cloud serverless is implemented in an organization based on a number of reasons. The first one is to prevent vendor
lock-ins, which is an intrinsic problem of serverless because of the proprietary FaaS and Backend-as-a-Service (BaaS)
integrations. Even with single-cloud serverless workflows the BaaS in a given cloud (e.g. storage, databases) can only generally
call functions on that cloud, and therefore cannot feasibly port the application to another provider. Multi-cloud policies mitigate
this analysis by distributing the loads among different providers, lessening the reliance on a particular provider ecosystem. The
other motivation is operational resilience. Multi-cloud functionality can be used to run functions in more than one cloud to
increase availability - should one cloud provider be experiencing an outage or decline in performance, functions may be failed
over to another cloud provider [2]. This is particularly vital in such industries as financial service where any downtime converts to
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lose revenue as well as scrutiny by regulators. In fact, banks and other financial institutions are simply augmenting cloud-parallel
serverless systems on other cloud platforms with the clear purpose of circumventing the concentration risk and preserving their
operations in the event of failure [7][8].

Servers that are using multi-cloud serverless also allow to optimize costs [1]. The performance features of cloud providers and
pricing are different. Organizations can take advantage of price gaps and promotions using the dynamic provider selection
schemes that would maintain the optimum provider per specific criterion or workload. Virtual Serverless Providers (VSPSs)
Research prototypes of FaaS services across clouds have demonstrated that cost-performance can be enhanced by aggregating
offerings, e.g. increasing throughput by up to 4x and decreasing the cost of invocations by >50% by sending to those providers
that are most efficient at each time [2]. Also, the free tier (usually millions of free invocations per month) of any cloud may be
used in any combination, which may decrease the expenses on occasional workloads. Diversity of services and regions provided
by each of the providers can be accessed beyond the cost and reliability variables offered by multi-cloud deployments. One cloud
may provide more accelerated GPUs or even particular Al services whereas the other one has data centers in a needed jurisdiction;
the combination of these two clouds can lead to a better solution. To sum it up, a multi-cloud serverless approach offers us a kind
of best of all worlds: high availability, cost-effectiveness, no lock-ins and flexibility to fit various regulatory and performance
requirements [1][7].

Simultaneously, multi-cloud serverless computing is relatively complex. This paper discusses these issues in more detail and
the state-of-the-art solutions to the problems in the subsequent sections. We start with the background and related work on
serverless systems and multi-cloud approach. We subsequently give a high-level design of multi-cloud FaaS platforms and discuss
important technical challenges of multi-cloud FaaS platforms, including cold start latency, cross-cloud monitoring, security, and
data management. Multi-cloud FaaS and cost optimization and fault tolerance strategies are discussed in detail, and viewed
through the prism of practical use in a fintech-related scenario. As our final conclusion, we address the emerging trends, such as
integrating edge computing, Al-based scheduling, and the use of open-source framework strategies, which lead to the adoption of
future resilient and cost-efficient multi-cloud serverless systems.
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Figure 1. Mind Map of Multi-Cloud Serverless Computing

2. Architectural Overview

On a high level, a multicloud serverless framework brings an abstraction on top of FaaS functionality of single cloud providers.
This orchestration (or aggregation) layer is intended to offer a single execution environment to developers and to coordinate the
deployment of activities and invocation of functions in many clouds. Figure 1 suggests a conceptual architecture of such a
platform commonly known as a Virtual Serverless Provider (VSP). The orchestration level includes a number of important
elements [2]:
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Scheduler/Router: A focal part that determines where to run every invocation of functions. The scheduler can analyze and
run on real-time performance measurements and cost information to pick the best cloud provider to accept an incoming
request. The policies may be latency minimization, cost minimization or balancing the load between the providers to have
redundancy [2].

Event Bridge: With a multi-cloud workflow, events and trigger must be directed to the right cloud. Event bridge
component normalizes event format (such as CNCF CloudEvents format) and relays events (originating in some cloud) to
functions in another cloud when required. As an example, an AWS SNS topic message could send an Azure Function via
this bridge.

Controller & Deployment Manager: The task of this sub-layer is to coordinate the lifecycle of functions across clouds: to
deploy the code to each provider, to update the configurations, to guarantee availability of necessary run-time
environments on all targeted platforms. The deployment tools such as serverless Framework or Terraform are frequently
applied to this purpose and define the functions in the provider-agnostic way [11].

Performance Monitor: In the decisions being made on the basis of provider performance, the system measures, on a
regular basis, the time of execution of functions, the length of queues, rate of errors etc, per each cloud. This monitor
provides data (ex: average latency on AWS vs AWZ on the past 5 min) to the scheduler to allow adaptive routing [2].
Global Cache and State Management: The frequently accessed data or even the results of any functions may be stored on
a cache layer so as to prevent cross-cloud calls. Since reading data to a dis-located cloud introduces latency and egress
charges, a distributed caching approach (potentially using a cloud-impartial datastore such as Redis or MongoDB Atlas)
avoids bring the data near the execution of functions. Other multi-cloud serverless systems merely externalize all state to a
third party storage (externalized to any cloud storage), such as a neutral storage service (Cloudflare R2 or Cassandra) that
functions on different clouds can share data without continuously copying through cloud specific storage [11].

Billing and Usage Aggregation: Usage in each of the clouds will be charged individually. VSP layer can conceal this by
totalizing expenses and maybe pay the consumer one total amount of bill. The other metric it records is by provider usage,
which can be useful as a means to optimize free tier usage on each.

Authentication & Identity Federation: The integrated identity, as well as access management system is required
according to which the invocation of functions and calls among the services is possible within clouds in a secure way.
This includes dealing with API tokens/credentials with each provider and potentially issuing identity tokens that will be
trusted across more than one cloud in a workflow.
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Figure 2. The high-level overview of the proposed VSP.

Practically, multi-cloud serverless architecture implies two primary approaches to it:

Federated Functions, Central Orchestrator: Here, the copies of all functions and possibly the representation services are
executed on respective cloud(s) and externally (or client-side) logic responds to requests by re-directing them to a
particular cloud. A real world example involves running an HTTP API as a Lambda and an Azure Function; a worldwide
API gateway or DNS load balances the traffic between the two depending on whether one of the functions is unavailable
or via geography. The orchestrator (e.g. as a layer in the client or a custom proxy), guarantees that only a single provider
is actually working on a particular request, yet many are hot and ready. This is similar to application-level active-active
fail over. The technology of Netflix [Werner?] - multiregional (multi-cloud) traffic routing using a short-time failsafe is an
applicable analogy.
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Unified Platform (Third-Party Broker): In this case there is one logical platform across clouds, the developer deploys its
logic to the meta-platform, and it in the background, deploys to many clouds and invokes where necessary. Such a model
is the VSP [2]. A layer of cloud-agnostic can be built using technologies such as Knative (that can be run on any
Kubernetes cluster) or OpenWhisk. To cite an example, an open-source FaaS gateway may accept an event and call a
Lambda or a Google Cloud Function through API calls. The user has contact to the gateway only with the API, but not the
API of every cloud.

With this type of architecture, it is difficult to realize cloud vendor interoperability. Every cloud provider is based on different
event sources, different signatures of functions, resource constraints, and monitoring tools. The problem of portability occurs on
many levels:

Function Code Portability: Very basic (stateless Python/Node scripts being one example) applications can be ported with
no issue, but anything that has an AWS-specific SDKS or other service dependency (call to AWS DynamoDB, for
example) is not portable. The best practices promote the usage of abstract interfaces or external services. As an example,
one may refer to a storage API (cloud-neutral) instead of AWS S3 itself.

Configuration & Deployment: various providers need different configuration (size of memory, timeout, environment
variables). This is reduced by the use of tools such as the Serverless Framework where a single configuration file can be
used to directly target multiple clouds with sections per provider where applicable [11]. Not everything is one-to-one also,
such as one cloud may have 15-minute max execution time (AWS) and the other only 5 minutes (existing Azure
Functions) so that workflows may also need to be redesigned in order to be equivalent.

Networking & Integration: In case spans clouds, communication may be across a public internet or special interconnected
used. Other businesses embrace a service mesh overlay, which provides a connection between functions within the
environments. Recent architecture In a recent proposal named Serverless Mesh, serverless functions across clouds would
be tied together with a common service mesh layer to provide dynamic routing and policy application between
environments. This is capable of processing function-to-function calls securely and efficiently, but in the same way that
service mesh operates microservices within a cluster.

To conclude, multi-cloud serverless architecture enables the concept of serverless computing into the multi-provider context
by providing an abstraction level through orchestration. And regardless of how it has been achieved (through third-party services,
open-source frameworks, or simple trickery involving CI/CD pipelines and routing), the net objective is to reduce multiple clouds
to a single logical FaaS environment. In the following, we will look at the real technical issues of such architectures.
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Figure 3. Mind Map of Architectural Overview for Multi-Cloud Serverless Computing
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2.1. Key Challenges
Although multi-cloud FaaS systems are potent, these solutions are exposed to various technical difficulties that should be
overcome before the full potentials can be met:

2.1.1. Vendor Lock-In and Portability

Vendor Lock-In: Serverless services by nature, bind the user more firmly to the ecosystem of the specific provider than
higher services. The cloud manages exeution, to the extent that it requires definite event, data store, and function
packaging interfaces as well. As mentioned, a Baa$S service (such as an object store or database) is generally directly able
to initiate functions in the same cloud only. Therefore, an application composed of, e.g. AWS APl Gateway -> AWS
Lambda -> AWS DynamoDB is already locked-in both at the code and the event wiring levels. A simple solution to this
lock-in is multi-cloud deployment: by keeping the application in multiple clouds and not moving the whole application,
one would still have the freedom to change in case it is necessary. Yet it is hard to make actually cloud-agnostic functions.
The vanilla thing of IAM (ldentity and Access Management) is different among clouds; transferring a capability might run
into a dead-end in case an appropriate service or permissioning model does not exist on the destination cloud. Yussupov et
al. (2019) observed numerous portability hazards where even insignificant serverless applications enclosed broken
dependencies with serverless transfer between providers [1]. To allay this, developers are advised to limit themselves to
common denominators (such as use of HTTP-based triggers over proprietary event buses) and use frameworks which
abstract provider details. The portability can also be enhanced by containerization of functions (e.g. by using Docker with
AWS Lambda container-support or Google Cloud Run) but this comes with an operational overhead again.

Workload Portability: It is not trivial to migrate a live workload between clouds without downtime even with portable
code. Data must be mirrored or at least available in the two environments and that stateful connections (e.g. WebSockets
or long-running streams) cannot be easily re-directed between clouds. Other designs take an Active-Passive position:
maintain one cloud as primary, and only spin up the capability onto a different cloud in the event of fail over. This
restraints lock-in without necessarily exploiting the full potential of multi-cloud. This can more dynamically be done by
also running active instances in all clouds but using a clever routing layer (e.g. a global load balancer or DNS routing with
health checks) to direct traffic. It results in consistency (without making sure that all the instances will run with the same
version of code/config) and idempotency (as the concurrent clouds-run execution will cause unintended duplication of an
event processing). The latter are possible to deal with relying on at-least-once semantics and deduplication mechanisms,
or via functions that are designed to handle multiple occurrence of events.

2.1.2. Cold Starts and Performance Overhead

Cold Starts: One infamous problem with serverless computing is the cold start latency, the time it takes to initalise a
function container after having gone idle. Cold starts might be intensified by multi-cloud deployment in two ways. To
start with, distributing the traffic to a couple of providers may lead to the invocation of each less frequently, which implies
functions will spend a longer time in an idle state, sufficient to be displaced and cause cold start to occur when traffic is
suddenly high. Second, during failover of cloud to cloud (where Cloud A crashes and Cloud B is now supposed to pick up
all traffic), functions on Cloud B will be cold (not been used before) and experience startup times. Each provider has a set
of cold start properties: experiments have found that AWS cold starting languages such as Node.js occur within a few
hundred milliseconds on average, but both Azure and Google Cloud Platform can cold start up to a second or more.
Methods of reducing cold starts involve avoiding them altogether (keeping functions warm, or invoking them frequently
but only periodically, e.g. through ping invocation) or having them provisioned (with a provider reserving ideally-
tempered instances at a higher cost). At least in the multi-cloud scenario, it may be possible to keep at least one instance
warmed on every provider (at the price of higher base cost, but at least there is a faster failover). Certain studies indicate
that it is possible to pre-smartly load functions on other clouds in the event of a slowdown in main cloud [2]. The trade-off
between cold-starts overhead and cost in practice is an art, especially on highly latency-sensitive fintech services where
even a non-zero amount of always-warm redundancy between clouds is worth paying to eliminate any delay users would
experience.

Performance Overhead: The inescapable introduction of latency due to inserting an orchestration layer and cross-cloud
communication causes a delay as compared to a single-cloud that makes calls. To give an example, when an Azure
Function requires accessing data in an AWS S3 bucket the network request crosses the internet (or costly interconnects)
and this will be slower than actually locating the data in an Azure Blob Storage. The multi-cloud deployment could have
additional hops: an event enters the queue of Cloud A, calling the function of Cloud B through the event broker - the
latency of each such transition is several milliseconds. Another element in the request path that may become a bottleneck
is the orchestration logic (in case used as a proxy or a gateway). Such overheads should consider being reduced to the
lowest possible by implementing the orchestration layer in a most optimal way (e.g., using it in edge points near clients, or
in every cloud to leverage its internal high-speed network). Service mesh techniques are interesting in this case, since they
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can re-route calls reliably to local or remote functions and implement circuit breaking policies in case of a slow cloud.
Resources are also heterogeneous (CPU speed, memory performance, etc.) in a given cloud and even a region [1]. One
may have an application that can run slower on one providers infrastructure than another, and the scheduler should not
only consider a momentary load but natural differences in speed. Uncontrolled multi-cloud may also result in fluctuating
response time in case of certain occasions, a slower platform is taken to reduce cost.

2.1.3. Observability and Debugging

Observability: Serverless application monitoring is already a problematic topic within a single cloud because of the
distributed desire to surveil a network and the ephemeral character of serverless applications. Observability becomes
worse still in a multi-cloud environment with different providers having their own monitoring and no in-built way of
correlating events between them (CloudWatch and AWS, Azure Monitor, and Google Cloud Logging, and so on). This
will result in a system segmented perspective. Example, a transaction can be accomplished through an AWS function
calling a GCP one, then in case of a failure, it goes through your tracking journey and logs in these two systems, which is
an unnecessary hassle. It is important to centralize logs and metrics. The solutions are exporting all logs to a single
external system (such as Elastic Stack or Datadog) or relying on observability platforms that are cloud-agnostic, taking in
data across clouds. New standards such as OpenTelemetry offer vendor-neutral tracing; with it, it is possible to propagate
a trace context across functions even across clouds, and then reassemble the end-to-end trace in an outside analysis tool.
This, however, presupposes that functions are instrumented with the correct SDKs and that there is a trace collector in
every environment.

Debugging: There are special challenges to troubleshooting multi-cloud serverless applications. One may need to set up
test events in several clouds and handle a variety of debugging tools to reproduce an error. Besides, when a problem
occurs, it may not be necessarily clear whose end is this in the function code, or in the orchestration on the way between
the functions, or it is a cloud-related peculiarity. Depending on the environment of each individual provider (runtime
versions, memory allocation strategies) behavioral differences might arise. As an example, a Python function may end up
having a memory leak problem on one platform (because of the way the runtime is handled). The following techniques
can alleviate debugging: deployment of a common test harness that can call functions in all clouds with the same inputs
and compare outputs, feature flags that can be used to turn providers on or off and continuous testing across all
environments. Part of the multi-cloud frameworks tries to give a unified CLI or dashboard to configure and control all the
functionality on the clouds, which can assist in debugging, as it gives a one-point view. However, it is a tall order that
engineers will mostly be required to have proficiency in several cloud systems to be good debuggers.

2.1.4. Security and Compliance

Security: The transition to use of many clouds increases the number of attack points and makes security management
difficult. All the clouds of the world possess their security models - the distinctions in IAM positions, permission scopes,
secret administration, and network insurance (VPCs, subnets) imply that a multi-cloud application should abide by all of
them at the same time. The problem of least privilege access in functions across clouds is somewhat hard; the
roles/policies to achieve this need to be kept in each cloud, and it is easy to configure this incorrectly. The secrets (API
keys, database credentials) may also need to be replicated to the secret stores of several clouds and, therefore, should be
synchronized. An important suggestion is to get an external secrets manager or vault against which all functions
(regardless of where they may run) can safely access secrets. One more danger is the possibility of denial-of-wallet attacks
that is even greater in multi-cloud: the attacker launches functions in all your clouds and, therefore, your expenses may be
multiplied (this has similarities with the denial-of-service, but which acts against the pay-per-use model). Such attacks
require uniform throttling and anomaly detection over cloud providers - e.g. with standardized defensive measures or with
a layer of third-party security (that is insensitive to who the provider is) that looks at whether particular endpoints within
its network or cloud are experiencing unusably high traffic independently of the provider.

Compliance: In cross region or global deployments, there are restrictions on regulatory compliance. Also, a multi-cloud
strategy is inherently global by intention, and in some cases, one driver is an interest in using a cloud region in a particular
country in order to meet a localization requirement. Nonetheless, the issue of compliance agility among companies
implies that each cloud is configured according to the standards (1ISO, SOC2, GDPR, etc.). The Digital Operational
Resilience Act (DORA) adopted by EU explicitly mentions the need to manage the third-party risk (where cloud
concentration risk also falls) [8]. That can be resolved by not putting all their eggs into one basket using multi-cloud, but
then the regulators will want to know whether your failover actually works and whether data is equally safe at all
locations. However, consistent compliance may entail encryption of all data in transit and at rest across all clouds
(therefore even in case one cloud does not meet a standard, it is covered by your own encryption). Also, the regulations on
cross-border data transfer (such as GDPR) may be problematic in case of an unintentional processing of data of an EU
user on a German cloud by a U.S. cloud in case of a failover. Such careful design is required so that some of the data can
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be anchored to some regions or providers. Banks with multi-cloud adopt compute across clouds but not between sensitive
data on the cloud platforms e.g. a database replicated in the compliant zone of each cloud (not intermingled across the two
clouds), and will only create state within the compliant zone and will shift clouds only at compute level when and as
required. Auditing also must be done in a compliant manner: acts done on each cloud must be recorded and auditable in
the central framework in order to meet oversight needs.

3. Network and Latency

There are also several additional difficulties that should be mentioned, including the use of networking in multi-cloud
deployment which can be quite complex since it might be necessary to connect functions across cloud boundaries, which would
either imply leveraging the internet or establishing private connectivity (e.g., someone would have AWS Direct Connect to an
Equinix that also connects to Azure Express Route). When it comes to actual working, network latency across clouds may form a
bottleneck; a multi-cloud chain of functions may not facilitate high frequency trading across continents, eg. because of latency.
This can be alleviated by solutions such as locating functions as near as possible to where data has been located (data gravity
considerations) or to using content delivery networks or edge servers to route requests in an optimal way.

A more complex configuration may involve Anycast DNS or worldwide load balancers (such as Cloudflare) that will be able
to send the request of the user to the closest healthy deployment of the cloud, to reduce the number of cross-cloud hops. Building
multi-cloud serverless systems presents many challenges: cold start, compliance, and many others that need to be planned carefully
and, in some cases, are customized to meet the specific needs. In our following chapter, we see how cost optimization is still
possible despite some of such obstacles, and multi-cloud environments may be cost effective or least, have better value than the
price.

Figure 4. Mind Map of Key Challenges in Multi-Cloud Serverless Computing

3.1. Cost Optimization Strategies

Another of the attractions of serverless is the cost model: you only pay what you actually use, in great detail. Multiple-cloud
deployment gives more tuning handles of cost optimization, though savings can only be achieved after knowing the differences in
prices of various providers and workload placement.

3.1.1. Pricing Models across Providers
The three key clouds FaaS is available in at the time of writing for pricing (2025) is shown in Table 1. Each of them provides a free
tier and charges on an invocations-and-resource-time basis (memory/CPU):

Table 1 indicates that prices are almost the same in AWS and Azure though not accidentally since competition has created

similar rates. The free level from Google doubles the amount of free invocations, and this could be useful to workloads having
large amounts of short-duration invocations. Still, the post-free rates of Google have a CPU component (up to a degree billing
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CPU at ~$0.000010 per GHz-s) that complicates direct comparison. Insightful piece of information: Cost per execution may differ
among providers due to the size of memory, and the time of execution. To illustrate, a workload with intensive CPU may be more
expensive on GCP as a result of GHz-second pricing approach, when on AWS/Azure such a workload could be nothing more than
a memory-duration pay.

Pricing Models Across Providers

PROVIDER
AWS Lambda 1 million 400,000 GB-s $0.20 per 1M $0.00001647 per GB-=
requests (166ms incraments)
Azure Functions 1 million 400,000 GB-5 $0.20 per 1M -$0.000016 per GB-s
requests (100ms increments)
Gaogle Gloud 2 rrillion 400,000 GB-s - $0.40 per 1M -$0.000014 per GB-
Functions (Gen 2} 200,000 GHz-s requests s+ CPUcharge**

Figure 5. Pricing Models across Providers [11]

3.1.2. Multi-Cloud Cost Savings
Multi-cloud strategies present cost savings by being able to save in the following ways:

Leveraging Free Tiers: The free levels of each provider can be stacked. In case your application faces moderate traffic
you may assign a portion of request to each of the clouds so that none of them exceed the free level. An example is an
application that has 2M requests per month and can host 1M on AWS and the other 1M on Azure at no cost on either
cloud (rather than $0.20 on each extra 1M requests on a single cloud). On the same note, when you partition the usage of
memory-time you use the free GB-seconds in both platforms. This would necessitate a smart traffic router, which could
save huge sums on low and medium traffic applications.

Pricing Arbitrage: Sometimes a cloud would just be less expensive to a certain workload. As an example, a function that
has high CPU, albeit for a short duration, may be less expensive on AWS (through which you can allocate memory to
have more CPU at the same price per GB-s) as compared to the CPU Credits pricing on GCP. However, the extreme
number of short invocations would favor GCP with larger allowance of free calls. Profiling the use of a given
functionality on each of the platforms (which can be accomplished by using the End Analysis System developed by Zhao
et al.), it is possible to determine the cheapest service to provide said functionality. A multi-cloud planner can then
accelerate consumption of the least costly platform until it reaches some limit (e.g. second tier of a discount or settled
capacity).

Geographic Cost Differences: Cloud providers sometimes charge region specific or data egress prices. In case your users
are all over the world, using regional functions in various clouds may save network egress charges (as transit within-
region or within-provider is typically less expensive or even free). As an example, transmission of data between an AWS
Lambda in Virginia and an AWS S3 in Virginia will be free whereas it would cost egress on Azure and ingress on AWS
with transmission between Azure and AWS. A cost-effective design may take the request of a user to a cloud with a data
center that is nearest or where data is located, and not cross transfer cloud bits except when required.

Transient Spot Instances vs. Serverless: While serverless itself doesn’t have a “spot market”, a multi-cloud setup can
mimic one by shifting load to whichever provider currently offers better cost-performance. Providers sometimes have
promotions or varying performance (if one cloud’s infrastructure is underutilized, your functions might run faster,
effectively costing you less in GB-s). A sophisticated Al-driven cost optimizer could learn patterns — for instance, perhaps
at certain hours GCP functions execute faster (less load) so you save time-based fees, whereas AWS might slow down at
those times. Scheduling more tasks on GCP in that window would save cost. This is a forward-looking concept, but
research suggests it’s feasible to adapt scheduling to such signals [2].

3.1.3. Reserved Capacity and Discounts:

Although serverless lacks a so-called spot market, a multi-cloud environment can emulate it with the load redistribution to the
provider that provides the best cost-performance at any point in time [1]. At times, there are offers offered by the providers or
different performance (in case a cloud provider has one infrastructure that has less work, then your functions can go at a faster pace
which will cost you less in GB-s). An advanced Al-powered cost optimizer would be able to recognize patterns, i.e. maybe in the
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given hours the GCP functions run faster (less load) so you save time-based costs, or maybe AWS becomes slower during the
hours. It will be cost-effective to schedule additional work on GCP during the same time slot. It is definitely a visionary idea and
yet there is evidence to it that it could be adapted to schedule anything to such signals.

3.1.4. Efficient Function Design
Optimizations around standard cost are also important, and even more in multi-cloud:

e  Optimize execution time: Fewer functions created means less spending on any cloud. This includes code optimization, the
use of faster runtimes (e.g., a new programming language or version of a runtime when one of the cloud runtimes is
faster), memory right-sizing (i.e., providing a piece of code the amount of memory it needs to be fast but not so much that
memory costs go up significantly in GB-s). Luckily, experimentation is possible in the context of multi-cloud deployment,
and it is possible to test the performance of a specific function on each platform and tailor memory/CPU parameters to the
test conditions.

e Minimize data transfer: As mentioned, data egress may cost a lot. Multi-cloud deployment systems ought to consider
doing data-processing where it exists or probably take advantage of the available open data endpoints to evade-dual
payments. To ensure that repeated calls to access the same data do not fail to do so over clouds, results caching can reduce
the cost of transfer; so can data compression [11].

e Auto-scheduling and autoscaling: Any individual cloud will automatically autoscale its operations, however lower-level
schedulers are also able to dynamically scale the concurrency permitted to each cloud (at least one study indicates that the
concurrency depicted on one cloud vs an additional cloud should be predetermined according to price). As an example,
when a workload can accept a bit higher latency, the system may buffer the request and combine them in order to
complete the requests more efficiently (in terms of total authorised compute time spent).

An example is a service of image processing being executed on multi-cloud serverless [11]. Imagine that AWS is less
expensive at image compression that is CPU-intensive (due to memory-based approach) and Google is less expensive at many tiny
thumbnail generations (due to the free call count). The orchestrator can send big images to AWS Lambda and small projects to
GCEF thus cost is optimized in each category. The cost per request on each would be monitored and modified when something like
Google comes up with a new discount or AWS has free tier capacity to spare.

To conclude, multi-cloud solutions create an opportunity to pursue the lowest cost at a given time. Nevertheless, that needs
advanced surveillance and robotization. In the absence of it, running in multiple clouds may simply increase your cloud bill twice
fold instead of reducing it half. The first steps the organizations should take are to review their workloads across each platform
(such services and open-source tools exist to compare the performance of FaaS across the clouds) and deploy policies that direct
traffic to the most optimal location. It involves intensive efficiency game: shaving a fraction of a cent per call, but in large
volumes, or in cost-conscious applications, these efficiencies may amount to big differences.

Figure 6. Mind Map of Cost Optimization Strategies in Multi-Cloud Serverless Computing
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4. Resilience and Fault-Tolerance

The potential of multi-cloud serverless computing has been set up in the context of resilience i.e. the capability to ensure
operational services in the event of failures. This is because by using more cloud services based on various independent
infrastructures, applications can enjoy the availability levels that could not be attained using one provider. In this case, we talk
about high availability, disaster recovery, and failover in multi-cloud FaaS environments, the way they can be used in the context
of mission-critical applications such as fintech.

4.1. High Availability via Redundancy

The ultimate aim in a multi-cloud configuration is to make sure that there is no single point of failure such as a cloud provider
as well. This is normally achieved by the use of redundant deployments. Any critical operation is sent to two or more (the more the
better) cloud operations, preferably dissimilar geographically. The system can be operated in an active-active mode, i.e., all the
clouds carry out their functions actively serving requests or active-passive mode where one cloud is primary and others are hot
standbys. The active-active option has a load distribution advantage, and may also lead to faster read throughput (both clouds
handle traffic), whereas active-passive may be easier to implement (only failover on error). Banking communities and payment
processors are turning to active-active multi-cloud when it comes to payment processing, as there can never be any kind of
downtime. An example would be to have a payment API deployed in AWS in region X and Azure in region Y, in normal
operation, load should be distributed between them (perhaps per region of the users, or even via round-robin). When one of them
fails or slows down, the other supporting takes the entire burden [7].

4.2. Failover Mechanisms
The concept of providing failover implementation between clouds involves management of global traffic. It has some general
methods:

o DNS-based failover: With health checks in a DNS service (e.g. AWS Route 53 or Cloudflare DNS), it is possible to assign
multiple IPs or endpoints to a domain and configure an automatic failover. In the case of serverless this usually implies
that each deployment to the cloud is served over an endpoint specific to the cloud (APl Gateway URL etc), so DNS is
pointed at the healthy one. Caching may cause DNS failover to require tens of seconds, but DNS failover is cloud-
unsensitive and easy.

e Anycast and Global Load Balancers: Global load balancing is provided by some providers and third-parties and allows
routing based on proximity and health to route traffic to alternate backends (including clouds). A simple example is that
Google Cloud Load Balancing can be configured to target external endpoints or that a service such as Azure Front Door or
Cloudflare Load Balancing can be used which will support health-probing endpoints in different clouds and use those in
the region where the traffic performs best. The detection of an outage and rerouting can be achieved within a few seconds
or so using these solutions.

e Client-side Logic: In other cases the client application (or an SDK) may be multi-cloud aware. As an example, a fintech
mobile application might call the primary APl endpoint to Cloud A then fall back to its secondary endpoint in Cloud B
when calls to primary fail. This is the method of extreme failover and even more elaborate coding under clients, yet
guarantees no reliance on third-party routing.

More importantly, failover must be stateful when required so dropped transactions can be avoided. When a request was
processed by a function on Cloud A but it fails, can the same be resumed or retried by the one on Cloud B? It is imperative that
idempotent function design (the same event reprocessed produces the same result) be used. A cross-platform messaging queue or
datastore may help: as an example, an event may be pushed to a cloud-neutral queue (such as Kafka or RabbitMQ which is
provisioned on independently owned infrastructure) and retrieved by either cloud. When Cloud A cuts out, the message is there
and cloud B will process it. In this manner, the at-least-once delivery is preserved throughout failover.

4.3. Disaster Recovery (DR)

In addition to near-time failover, multi-cloud provides solid disaster recovery capability. Classical DR is the practice of having a
secondary site which could be activated in case of catastrophic failure of the primary. Using multi-cloud FaaS, essentially you always
have an instance of DR sites running. Yet, you should still expect the scenarios such as a mass outage of a whole cloud provider (or some
important service within a cloud), and predict them. Another case in point was the AWS us-east-1 outage in December 2021 that knocked
out numerous services; only single-tenant AWS companies went offline, and those that carried out cross-cloud deployments could easily
shift to another provider. Multi-cloud DR planning is the process of:

e Data Backup across Clouds: Make sure that the data is duplicated or supported to the other cloud. In case you are using

cloud specific databases (e.g. DynamoDB on AWS), you can stream the backups to an Azure Cosmos DB or a neutral
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storage. Certain fintech companies maintain duplicate copies of the transactional information in various clouds so that
they can maintain operations across both sides.

e Infrastructure as Code: Use templates of infrastructure-as-code (Terraform, etc) so that your serverless environment
could be replicated on a second cloud at any time. Again, you can have it even without active-active: The essential fact is
that you can spin up your whole stack on Cloud B in a few minutes. The Serverless Framework or Terraform can send the
same assemblage of functions to some other provider with some proper settings ready which is a DR deployment in the
event that it is not in-use at outset.

e Chaos Engineering and Drills: Test cloud-to-cloud failover on a regular basis. Simulate out one provider and see what
can happen 100 % with the other. This raised some interesting results in practice e.g. possibly Cloud B has a lower
concurrency capping which does not manifest at 50% traffic but at 100%. Banks have been known to carry out game days
where they deliberately disconnect one of the clouds but ensure that the processing of payments still works on the other as
the regulators and internal risk officers require to see how they can withstand being put offline.

4.4. Distributed Consensus and Consistency

When dealing with a multi-cloud setting where capacity in different clouds might be involved in doing different components
of a workflow, consistency of operations might be difficult to achieve. As an example, see a trading system wherein Cloud A runs
trade orders and Cloud B refreshes account balances. In case there is failure of Cloud A after issuing some orders, then cloud B
ought to be informed of what has been done so as to maintain balances. The solutions in this case could include a consensus
mechanism or at minimum strong checkpoints. In many cases, architectures can be designed such that entirely each transaction is
done within a single cloud (avoiding cross-cloud partially committing), and that eventual consistency is used to reconcile. It is a
sophisticated matter and can only be mentioned here as a fault tolerance problem of not having a single cloud failure cause
inconsistent state. In Practically, most multi-cloud serverless designs envisage simple ways of doing this: e.g. users in EU are
always served by Cloud X (and served only by Cloud Y in exceptional cases), and users in US by Cloud Y (and served only by
Cloud X in exceptional cases). This restrains the degree to which the clouds are entangled at a certain time thus ensuring less
consistency problems.

Such principles have real-life examples in the fintech sector. Payments processors such as Form3 have openly talked about
their multi-cloud resilience: they have their payment workloads distributed between AWS and GCP, such that workloads on one
cloud can be shifted to the other when the first cloud has failed. They point out that authorities are now urgently promoting this
strategy, the FCA in the UK, and DORA in the EU view multi-cloud as a means to avoid possible systemic outages. There is such
a high price of payment downtime (cost and reputation wise) that the added expenditure on multi-cloud will pay off. The example
of Form3 also demonstrates that multi-cloud could make things more scalable when under pressure: when a system is overloaded,
two clouds means that it has more room to scale functions horizontally [7]. In short, multi-cloud serverless computing will achieve
more resilience with redundancy and quick failover. This needs diligent engineering, the load balancing of global load, consistent
replication of data and a complete testing. Well implemented, a multi-cloud system is tolerant of it cloud provider going out of
business; one with very little effect the end users end-users a degree of fault tolerance that is becoming more and more required in
transmitting important programs.

Figure 7. Mind Map of Resilience and Fault-Tolerance in Multi-Cloud Serverless Computing
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5. Case Studies / Examples (FinTech Focus)

To establish a reference point, we resort to the discussion of the application of multi-cloud serverless strategies (or their potential
application) in the fintech area. Fintech solutions may have high requirements as far as reliability, low latency, security, and
compliance are concerned, which makes multi-cloud FaaS architectures especially beneficial to fintech applications. The following
are some examples and scenarios on how multi-cloud serverless affected fintech:

5.1. Global Payment Processing

Think of a credit card handling business dealing in transactions all over the world. The transactions need to be authorized
within milliseconds and outages can cause commerce to stop. Through multi-cloud serverless design, the company spreads its
authorization functionality on at least two clouds (AWS, GCP, Azure) and in more than two regions. An incoming transaction will
send to the nearest the most possible cloud deployment. This minimizes latency (user in Asia calls an Asia-region function, on
AWS or on Azure) and provides load distribution in a normal situation. In case a whole region of the cloud becomes disabled,
transaction fails over to another region on the same provider, or on a different provider. To give an example, a multi-cloud setup
would have auto referenced APAC transactions to Azure function in Singapore in November 2020 when an AWS region had a
problem and sustained uptime. Such an approach is consistent with actual fintech procedures: the Form3 payment technology
provider in the cloud notes that it focuses on multi-cloud specifically to prevent payment-related service disruption in case a single
cloud provider experiences an outage. In their case, transactions do not get distorted but get diverted to another provider
immediately. The outcome can almost be perfect 100 percent uptime something very important since payment downtimes not only
provoke customer fury but also draw regulatory penalties [7].

5.2. Trading Platforms and Exchanges

Stock exchanges process huge amounts of orders, and must be able to withstand spikes (e.g. on market open, on volatile
news). Multi-cloud serverless would fit well in the case of a trading firm using microservices to ingest trade orders, applying
algorithms to them and confirm the trade. When these functions are distributed to different clouds they have increased throughput
and fault tolerance. They may also use Google Cloud Functions to get its cold start speed and CPU power to quickly execute
computationally demanding pricing algorithms and AWS Lambda to pull on their databases and send user notifications (as they
live in the AWS ecosystem). In the event of slowdown of Google cloud, orders may be shifted to either AWS or Azure platform
where they are awaiting a backup service.

Certain stock exchanges are actually looking at multi-cloud active/active relationships to ensure there is no down time during
trading infrastructures regulators such as SEC and European have set contingencies in place to ensure there is reliable backing of
exchange infrastructure (which is what they have been requesting). Serverless provides an additional advantage in such a situation;
automatic scaling. During so-called high-volume days, two clouds which scale out entails essentially twice the capacity of one
cloud. According to industry luminaries, financial institutions are ready to take up complexity as long as it enhances resilience in
such situations when it comes to multicloud [8].

5.3. Regulatory Compliance & Data Residency

Take a case in point of a fintech firm that provides a digital banking solution in several nations. they are required to store EU
customer data within EU data centers (GDPR) and UK data inside the UK, etc. They usually follow a multi-cloud approach where
they implement the same serverless back ends to fulfill local compliance rules, i.e., use AWS to support EU and Azure to support
UK assuming that they both have the necessary local regions or certifications. In so doing, they will be able to guarantee data
sovereignty (no data goes outside its region / cloud) and yet be able to operate a single service. They are even able to change
providers in an area should one fail to comply or change in regulations. It was observed when some banks were concerned about
possible exposure to the U.S. CLOUD Act with certain providers using multi-cloud infrastructure gave them the ability to move
sensitive workloads of the organizations to a new cloud in a new jurisdiction in case of necessity.

In practice, a significant number of banks adopt a multicloud strategy in part to ensure that they can demonstrate to regulators
that they have a way out of using any particular cloud and do not rely too heavily on it (this is called avoiding cloud concentration
risk). To take an example, we have been discussing how Goldman Sachs has shared a multi-cloud strategy where they have heavily
deployed AWS, but they are also developing capability on Google Cloud, not purely as a best-of-breed service provider, but also as
a matter of risk, to ensure they are never going to end up locked into one platform.

5.4. Open Banking and AP Ecosystems:

The APIs (based on open banking) that enable third-party fintech apps to access bank services should be highly available and
capable of variable loads. A bank can use serverless functions on cross clouds to implement its open banking interface. Developers
that are not part of the company have only one API endpoint though on the backend, multiple clouds are employed. In case a
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specific cloud encounters APl gateway emanation limits or failures, the routing layer of the bank sends the traffic to the functions
of the alternative cloud. This will guarantee that there is uniform reliability to applications that use the APIs through fintech apps.
Regarding costs, it can also be beneficial to the bank: in case one of the clouds is cheaper to make outbound API traffic, it can
transfer most of the constant traffic there, with the other providing overflow to it during traffic spikes (similar to bursting clouds to
the API). Such pattern was also suggested by some banking institutions in Asia and use Alibaba Cloud in some services and AWS
in others with keep both poised in case of being called to provide APIs to fintech partners.

5.5. Fraud Detection and Risk Analytics

Most of the fintech companies depend on the machine learning models to detect fraud in real time. Transactions to check the
fraud risk are scored by using serverless functions. With multi-cloud deployment of these scoring functions, the fintech can employ
specialized services with each provider, e.g. TensorFlow models on Google Cloud Functions (with Google ML optimizations) and
have a backup model almost concurrently on AWS Lambda. In case the ML infrastructure provided by one of them is slow (let us
assume some unexpected update to Google effectively creates more cold start to ML libs), the system may be redirected to AWS.
Training data can also be stored in various clouds (some in Azure Cosmos DB, some in Google BigQuery); multi-cloud functions
can be used, so that data is worked on where it is stored to avoid transfer fees. This type of scenario was anticipated in the Sampe
et al. (2021) research on transparency in multicloud, so that developers could invoke functions against data in any cloud with no
redesign of the entire system.

5.6. Cost-Sensitive Batch Jobs

The example of a hypothetical case is a fintech company offering the customer reports on their spending activity at the end of
each month. This is a non real-time-critical batch-job with the prospect of millions of users, which makes it a cost-issue. With
multi-cloud, the fintech can identify on an instance-by-instance basis which provider is the cheapest at that moment - say One
provider has a discount on FaaS similar to Spot Instances (it is not a thing, but suppose the providers have similar promotions or
there is low contention at specific periods). They may complete a half of the report-generating functions on one cloud and the other
half on a different cloud, and at practically any time, move dynamically, in case the cloud functions are performed faster (cheaper).
Basically, multi-cloud deployment becomes a means of carrying out some sort of bidding on a batch. Although spot pricing does
not occur in pure FaaS, the same effect is achieved in case one cloud provider charges more at a certain time of the day (such as
providers of nighttime data processing at a lower price). This situation demonstrates that multi-cloud could make cost-efficiency
optimal on non-urgent workload by continually choosing the path with the least costs.

These are some illustrations of the significant advantages of multi-cloud serverless in fintech:

e Near-zero downtime: Ensuring availability of services such as payments and trading has become constant, as the single-
cloud reliance has been removed and services can now run at the high service level agreements, such as finance (usually
99.99% availability or higher).

e Improved performance: It correctly routes the users to the nearest or fastest cloud, denying them latency which is
essential in trading (where by milliseconds count) and improves user trading experience in digital banking.

e Compliance assurance: The multi-cloud environments can be customized to the regulatory requirements of various
markets, which grants fintechs the freedom to run their operations across locations in a lawful manner.

e Cost management: The margins of Fintech may be thin (e.g. payment processing is volume business) and reducing the
cost through multi-cloud optimization can be source of competitiveness. Multi-cloud enables the exploitation of the best
each cloud has to offer in one business process, including better prices.

A single case study, illustrating this in the real world, is particularly interesting: Capital One, one of the giant banks with the
reputation of the technology consumption, has intensely applied serverless (mostly on AWS). Although multi-cloud is not publicly
mentioned, it can be concluded that they may have thought through, or already deployed, backup capability to another cloud or on-
prem to support vital processes. A second example is the stock trading app Robinhood that has experienced a well-known outage
on a day of high trading volume.

There were post-mortem examinations which indicate that a stronger multi-cloud system could have avoided the entire
collapse of trading on their platform. In summary, fintech examples are a good reason that makes multi-cloud serverless appealing:
failure is expensive (financially and reputation), and regulation can make the assumption of failure to be, in practical terms,
mandatory. Based on these illustrations, we realize multi-cloud FaaS as more than a hypothetical ideal but an applied design that
many of the prominent finance-based companies are considering to make highly dependable and efficient.
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Figure 8. Mind Map of Resilience and Fault-Tolerance in Multi-Cloud Serverless Computing

6. Future Directions

The multi-cloud serverless computing is rapidly changing. A number of emerging trends and areas of research are on the verge of
eliminating existing limitations and opening new possibilities, and multi-cloud FaaS will soon be more capable and convenient to
work with:

6.1. Edge Serverless Computing

It is but logical to combine edge computing with multi-cloud. Edge serverless systems (e.g., Cloudflare Workers, Azure Edge
Functions, AWS Lambda@Edge) enable the execution of code in at dozens or hundreds of edges near end-users. A possible vision
of the future would be a network of serverless nodes distributed throughout central clouds and edge networks. Workloads would be
able to work where it best fits: latenciesensitive components on the edge, intense computations on-cloud, and all that under a single
multi-cloud umbrella. This is essentially an extension of multi-cloud to apply additionally to multi-tier (cloud + edge) deployments.
As an example, a fintech 10T payment card may invoke a function on a nearby edge location to issue ultra-low latency approval,
but may optionally fail-over to a cloud function in case of failure, or in more complex scenarios requiring more resources. Studies
are already underway on how to harmonise the control of functions in cloud and on edge. This is where the idea of a serverless
mesh architecture can be mentioned Malhotra et al. (2024): They suggest broadening service mesh technology to the edge sites and
clouds by integrating serverless. This type of mesh would be able to dynamically dispatch the events either to an edge function or
to a cloud function, and handle the networking between them, thereby offering a unified connectivity fabrics. The outcome would
be an even more available and powerful system, perhaps even regional cloud failure could be damped by edge nodes accepting
some slack.

6.2. Al-Driven Workload Optimization:

Manual tuning (of cost, performance, scaling) is not practical as the multi-cloud installations become more complex. We
imagine that Al and machine learning will be of importance to autonomously optimize multi-cloud serverless systems. The
orchestrators of the future may decide in real time on which cloud to their functions on, based on real time-based signals via
reinforcement learning or predictive analytics: real-time prices (maybe one day there will be a market on FaaS spot pricing that
allows a quick response to underlying operational costs), performance indicators, even energy consumption or carbon-footprint of a
datacenter. Zhao et al. created an impression of having to note performance and cost needs in scheduling, and it is quite possible
that sophisticated algorithms will be created on an on-going basis to learn and keep on updating multi-cloud scheduling policy. In
addition, Al can assist with capacity planning that is predicting traffic and warming up functions on the cloud that is probably to be
needed ahead of time or pre-provisioning. To some degree the multi-cloud orchestrator may be a self-driving system that performs
optimization based on some specified objective (minimize cost subject to latency SLA, etc.) and requires no further human effort
beyond initial configuration.
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6.3. Enhanced Portability via WebAssembly (WASM)

WebAssembly is also becoming an interesting solution to serverless runtimes. WASM offers a sandboxed thin binary format
executable whose execution can be uniform across environments. Researchers believe that it would help immensely to compile
serverless functions to WASM to enhance portability and the cold start procedure. Theoretically a function that was compiled to
WASM could run on any WASM runtime on a cloud or even inside a browser at the edge. This lessens the reliance to languages
and run-time characteristic of individual clouds. It makes smaller deployment packages and quicker bootstrapping (WASM
binaries are compact and fast to load). Serverless WASM is being made possible by a few open-source projects (such as the
workerd runtime, of Cloudflare, or WASI projects). In a multi-cloud world of tomorrow, a dev could deploy a compile-once
WASM module, which each provider runs in a compatible, compatible, runtime, a.k.a. write once, run everywhere. This would
reduce present lock-in at the runtime level considerably and allow a more straightforward orchestration of cross-cloud execution of
functions. It is also possible we will have cloud providers themselves providing bring your own runtime, though WASM, and that
it becomes simpler to standardize the execution environment across clouds.

6.4. Open-Source and Interoperable FaaS Frameworks

To address the proprietary fragmentation, the industry will probably converge around open standards or frameworks to
serverless. Such projects as Knative (which executes on top of Kubernetes) enable functions to execute on any Kubernetes cluster,
i.e. any cloud or on-premises. A cloud-agnostic core-level multi-cloud serverless environment can also be built using Knative or a
similar solution that allows companies to build such multi-cloud enabled serverless environment. Possibly, we will have
Kubernetes-powered federated Faas, e.g., a Kubernetes control plane that spans clouds and assigns the functions to various clusters
(clouds) as required. CNCF CloudEvents standard is already useful in that it defines the event data format cross-service which will
be useful in the migration of triggers between clouds. A third direction is workflow orchestration standards (such as Netflix
Conductor or CNCF Argo Workflows) which may be used to orchestrate multi-step workflows at the serverless Workflow level
across clouds in a provider-neutral manner. There is also potential for the development of something like the Serverless
Application Model (SAM) or, in a far more minimal sense, Terraform modules to make multi-cloud configuration more
declarative. Simply stated, the advocating of multi-cloud by design within frameworks will help developers implement these
policies by far much easier with no need of custom solutions.

6.5. Improved Observability and Cross-Cloud Tooling

What we expect is more specific tools dealing with multi-cloud monitoring and debugging. Companies such as Dynatrace and
Datadog are also supporting to intake telemetry across many clouds and give a single pane of view. In the future, tools could
enable step-through debugging of a serverless workflow jumping between AWS and Azure, and this would be of immense help to
the development. In fact, some research even suggest the use of a distributed ledger/blockchain to do logging so that there is an
immutable, chronological log of events across clouds to analyze in a post-mortem attempt. Tooling in security will also evolve,
e.g., the use of centralized policy engines (such as OPA - Open Policy Agent) to apply security policies consistently across clouds,
e.g. that no functions are deployed in uncertified regions.

6.6. Serverless for Stateful and Long-Running Tasks

Serverless has been traditionally constrained to stateless, short tasks. This gap is being filled with emergent technologies such
as serverless databases (e.g. Fauna, DynamoDB, etc.) and stateful function frameworks (e.g. Azure Durable Functions or the
Netflix Stateful Functions on Flink). In multi-cloud, there is the difficulty in managing state which could be accessed by functions
in different clouds. The concept of a global state layer, possibly supported by decentralized storage, or decentralized consensus
mechanisms, that all functions can read/write to, with low latency, will be one future direction. This may be in form of distributed
cache or database which is replicated across providers. There is another direction: long-running processes: a 30-minute process
may be governed by an open-source FaaS framework, chaining ephemeral functions in different clouds (passing them to each
other). State and coordination solution will increase the application space to the multi-cloud serverless at the risk of stepping on
microservices VMs/containers.

6.7. Energy Efficiency and Green Computing

Multi-cloud serverless has the potential of even optimizing energy usage or carbon footprint as sustainability becomes an
objective. Workloads could be directed in the future, by schedulers, to regions of the cloud that were less carbon-intensive at the
time (some cloud providers already provide carbon data by region). This flexibility of Serverless, it can run anywhere, may mean it
is possible to have a more intelligent “carbon-aware” deployment: e.g. run a batch in a data center using renewable energy now,
pause or move when only coal-powered energy can be used. This is not certain, but follows general trends in cloud computing to
make it less environmentally negative.
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6.8. Economics and New Business Models:

Lastly, multi-cloud serverless could also enable new business models, i.e., third-party serverless brokers (the VSP concept) as
a service. Prime factors that make companies use a multi-cloud orchestrator but not create their own out of scratch include taking
out an orchestrator service subscription that offers a unified FaaS APl on top of many clouds. Even smaller cloud or on-prem
resources could be in the mix of that broker. Provided that such services reach maturity, it may induce larger cloud vendors to work
on establishing interoperability (lest they be excluded in multi-cloud pools). Already there are startups developing such brokerage,
which also originate as cloud-agnostic FaaS platforms. This may lead to commaoditization of the Faa$S layer, in the long term, that
transfers its value to upper-level services.

To conclude, the multi-cloud serverless future is probably to be simpler, smarter, and stronger. Integration on the Edge will
reduce latency; Al tuning will eke out in-efficiency; open standards, and the WASM, will eliminate most cloud incompatibilities.
The developers might not even need to think in the “Cloud A vs Cloud B” whatsoever in the future- they will just code the
functions, and they will be deployed and executed by the platform in the most optimal and suitable location, whether that is a
cloud region or an edge node, with all the watchdogs and security systems in place. To realize such a vision, more research and
partnership of academia, industry, and cloud providers are needed, but the momentum is on the right path until such time that an
innovative technique currently (multi-cloud FaaS) will be an industry standard best practice in using cloud application designs that
are resilient and scalable in the near future.

Figure 9. Mind Map of Future Directions in Multi-Cloud Serverless Computing

7. Conclusion

Multi-cloud serverless computing is a very interesting approach to developing resilient and cost effective systems through
using the power of many cloud providers. The current article considered the events that lead to a mitigation of vendor lock-in, fault
tolerance, and cost-optimizing advantages when a multi-cloud FaaS architecture approach is adopted, which is becoming vital to
industries such as fintech whose downtime and inefficient operation can be considered highly penalizing. As we started, we
provided these background facts; serverless computing makes deployments easier, but in the past, serverless computing increased
the problem of lock-in and introduced new obstacles to monitoring, performance (cold starts), and state management. Multi-cloud
strategies are an encouraging prospect, and they also provide a method of getting out of those potholes since not all the workloads
are placed on one platform. Using the architectural overview we were able to come up with some of the main components of a
multi-cloud serverless platform such as orchestration layers which act as the broker between clouds and event bridges which are
used to convey messages between clouds and a unified monitoring and identity system. Developers can use this architecture to
manage multiple and heterogeneous cloud environments as a single logical compute, storage, and services pool. We emphasized
the fact that the idea of implementing such system is not trivial anymore, such challenges as inconsistent environments, data
gravity and operational complexity should be addressed.
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The central challenges that we researched in depth demonstrated the fact that the multi-cloud serverless is not a magic bullet.
In a multi-cloud scenario, problems of cold start latency, augmented observability complexity, security issues across multiple
platforms and regulatory compliance of the system may become particularly difficult. They are current research and engineering
fronts. We also talked of the ways to address them, including distributed tracing, and policy-as-code that extends to multi-cloud
security, but we acknowledged that there are still gaps (such as the fact that debugging is still hard to do across clouds, and that
may be a great application of these approaches). Conversely, in the opposite entry of the ledger, we learned more about cost
optimization in multi-cloud. Through comparisons of pricing schemes, we demonstrated that an intelligent multi-cloud installation
can be used to reduce costs: either via each provider offering a free tier of service, or via dynamic shifting of loads to lowest cost
execution point, or even through the mere introduction of competition (clouds being pushed to offer better deals with the odd lots
of the workload). The cost comparison table and examples indicate that the wiggle room to assign work may bring cost savings
and avoid cost increase scenarios on a vendor basis translating up through the application.

We then moved to resilience and fault-tolerance, which is probably the primary explanation why those chase multi-cloud.
Multi-cloud serverless systems can produce extremely high levels of availability. We outlined designs of active-active
deployments and fast recovery which ensure that the services stay up even when there are failures which would immobilize the
single-cloud system. The practical examples of fintech use can confirm that these trends are not merely hypothetical, but are
gaining practical relevance, they are recommended by regulators, and necessitated by the demands of customers who demand to be
served at all times. We also pointed out that multi-cloud mentality introduces a need to re-think disaster recovery (it is a constant
situation, not an ability to switch, at a certain moment, in a certain direction) and design with caution (emerging failure modes
should be considered, such as partial failure or cross-cloud inconsistency). We anchored these concepts in realize-able scenarios in
our case studies, which discussed fintech: global payments, trading platforms, open banking APIs, and fraud detection. These
cases demonstrated enhanced reliability (absence of a single point of failure), performance (its reduced latency provided through
geo-distribution), and compliance (data residency as per jurisdiction based on the diversity of laaS providers.). They were also
used to demonstrate that multi-cloud is not the preserve of academia but inspired by serious business requirements. Fintech that
tries to be on the cutting edge of the cloud usage because of its high failure costs sometimes predicts tendencies that can be
common later to other industries (e.g., healthcare, Internet of Things).

If we turn to the future development directions, we noticed significant trends defining multi-cloud serverless computing in the
next few years. Particularly, the merging between edge computing and multi-cloud will drive serverless to the next levels of low-
latency calculation. These two advances of Al that uses intelligent scheduling and WebAssembly that provides portable
deployment of functions will ease two bottlenecks of performance tuning and portability that are currently problematic. In
addition, the open-source frameworks and standards would most probably introduce harmonies between service suppliers, and the
multi-cloud implementation would not require custom engineering to be less challenging to engage. We envision in some way a
slow abstraction where the developer does not have to care much anymore about the variety between clouds and where the
complexity is taken over by the underlying platform (which may be a third party platform or an open framework). It will entail the
issues that we listed above, such as intense multi-cloud observability, homogenized security, and cross-cloud data-management.
This direction is indicated by early research e.g. serverless mesh concept and multi-cloud function benchmarking.

7.1. Research Gaps

Although multi-cloud serverless is an exciting future research topic, it has open research questions and practical gaps. One
gap is in formal verification of multi-cloud workflows - ensuring that a process will behave the same regardless of the way it is
split and where it executes (useful e.g. to comply with legal requirements and show that a process is correct). Some of it is
economic, as in creating pricing functions or market protocols of carrying out functions and it may include bidding across clouds.
Multi-cloud serverless is a new area, and we do not have standard benchmarks yet; much of the current benchmarking is dedicated
to single-provider measurements of performance. Developing multi-cloud benchmark suites (including such use cases as failover
time, multi-cloud latency, cost in various loading patterns) would greatly facilitate the process and the advancement by providers.
Tooling is an area in which developers are not used to multi-cloud serverless: debugging, discussed earlier, is one example of that;
another is the absence of simulation tools to understand how multi-cloud architectures will perform before implementing them.
These are points that the academic and the industry can play a role perhaps by adding to existing serverless simulators or
emulators that can support multi-cloud environments.

In conclusion, multi-cloud serverless computing and its variant called FaaS architecture present a high-powered strategy of
creating the system that should not fail and should optimize costs. The practices and technologies will continue to evolve, but the
trend is obvious: as the concept of cloud computing reaches maturity, the ease of using a combination of vendors will become a
feature of sound, enterprise system design. Considering after microservices had become a de facto standard of scalable design,
multi-cloud serverless can also become a de facto standard of reliable and effective cloud operation. The companies that manage
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and learn to use these architectures successfully (managing the related issues and challenges) will be best fit to provide continuous
services and streamlined user experiences to navigate the constantly changing cloud environment.

Figure 10. Mind Map of Conclusion and Key Takeaways in Multi-Cloud Serverless Computing
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