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Abstract - Test managers may anticipate modules that are 

prone to defects by using software defect prediction models, 

which helps them produce high-quality products. Improving 

software quality and reducing expenses throughout the 

development process depend on early problem discovery. This 

study proposes an effective software bug detection framework 

using Random Forest (RF) and DistilBERT models. Advanced 

preprocessing and feature engineering are used to enhance 

the prediction performance. To handle the class imbalance, 

SMOTE is used, and RobustScaler is used for feature 

normalization. The performance of the proposed models is 

assessed using accuracy (acc), precision (prec), recall (rec), 

F1 score (F1), ROC AUC and training time. Experimental 

results showed that the RF model achieved superior 

performance, with 99.98% accuracy, predictive capability of 

99.39% accuracy, and an F1-score of 99.69%. Near-perfect 

AUC values are obtained with ROC analysis, ensuring the 

robustness of both models. The proposed models are also 

compared against baseline models, including Artificial 

Neural Network (ANN), Convolutional Neural Network 

(CNN), Decision Tree (DT), AdaBoost (ADA), and Support 

Vector Machine (SVM), and are shown to outperform them. 

Moreover, SHAP-based interpretability analysis is conducted 

to identify most important factors influencing software defect 

forecasts, thereby making proposed models transparent and 

interpretable. Overall, the study provides a very accurate, 

interpretable and efficient solution for early predicting 

software flaws and enhancing software quality. 

 

Keywords - Software Quality, Bug Detection, Software Defect 

Prediction, Machine Learning, SHAP Explainability, Random 

Forest, Distilbert. 

 

1. Introduction 
Software  systems  are  essential to contemporary  

technological progress, driving vital applications in sectors 

such as healthcare, finance, and transportation.  Nonetheless, 

software  bugs defects  or imperfections in code can  undermine 

system reliability, resulting in performance deterioration, 

security weaknesses,  or catastrophic failures[1]. The growing 

intricacy of software systems has heightened the difficulty of   

maintaining code quality, rendering human   bug identification 

ineffective and susceptible to errors[2]. Consequently, 

automated methodologies for predicting software defects have 

garnered considerable interest in software engineering 

research. The importance of software bug prediction lies in its 

ability to lower development expenses, improve software 

quality and alleviate dangers linked to defective code. Early 

detection of modules that are prone to defects allows 

developers to allocate resources effectively, priorities testing 

efforts, and produce resilient software solutions[3]. In order to 

assess the possibility of issues like coupling, cyclomatic 

complexity, or lines of code, conventional bug prediction 

algorithms often relied on static code metrics[4].  

 

Machine learning (ML) techniques, including NN, DT, 

RF, and SVM, have exhibited enhanced efficacy in modeling 

intricate patterns in software metrics, resulting in  more precise 

predictions[5]. When it comes to streamlining software 

development processes, ML, LLM based methods have 

demonstrated significant potential[6][7]. These methods are 

excellent at handling the intricate problems of dynamic 

software development, such as controlling system complexity 

and delivering excellent outcomes. ML models may provide 

solid insights and solutions for software engineering 

challenges by integrating data from several sources, including 

repository metadata, historical change logs, documentation, 

and issue reports[8]. The growing use of ML in software 

engineering offers creative solutions for complex problems 

like security flaws and software defects[9]. The motivation for 

this work is to improve early software defect detection through 

an automated, accurate approach. The proposed study uses 

advanced ML and DL techniques to handle complex software 

data and enhance prediction performance, thereby improving 

software quality and reducing maintenance effort. This study's 

primary contributions are as: 

• Developed an effective software defect prediction 

framework using Random Forest and DistilBERT 

models. 

• Improved defect prediction through engineered 

software quality and risk-related features. 

• Enhanced prediction reliability by addressing class 

imbalance using SMOTE. 

• Increased model transparency and interpretability 

using SHAP analysis. 

• Achieved better performance compared to existing 

baseline ML and DL models. 

• Encouraged the early discovery of software bugs to 

enhance software quality and maintenance 

effectiveness. 
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The novelty of this research lies in the combination of 

advanced feature engineering, data balancing, explainable AI, 

and hybrid ML-DL approaches for software defect prediction. 

In contrast to traditional studies based primarily on traditional 

software metrics and single-model techniques, this study 

introduces engineered risk-related features to better represent a 

hidden pattern of defects. Class imbalance issues are overcome 

by the use of SMOTE, and SHAP-based interpretability 

increases transparency by revealing the most influential factors 

in the defect prediction. In addition, an ensemble of Random 

Forest and DistilBERT models showed excellent predictive 

power and performance, making the proposed framework a 

suitable approach for accurate and reliable software bug 

detection. 

 

1.1. Paper Layout 

The remainder of this article is organized as follows: 

Section II briefly discusses some background research. Section 

III presents the methodology and the proposed software fault 

prediction architecture, and Section IV presents the evaluation 

results, Section V concludes the paper. 

 

2. Literature Review  
This study is based on a review and analysis of prior 

significant research on software dependability and bug 

prediction. 

 

Fan et al. (2026) propose a CAN model that combines the 

Kolmogorov-Arnold Network's (KAN) nonlinear 

approximation advantage with TextCNN's ability to extract 

local features. Experiments using 1880 labeled data samples 

from the OpenStack project demonstrate that the CAN model 

outperforms benchmark models such as BERT and 

CodeBERT, with an accuracy of 0.7492 and an F1-score of 

0.8072. Finally, discover that terms like "test" and "api" in bug 

reports have a significant impact on the LIME, an explainable 

AI method, prediction of extrinsic problems[10]. 

 

Mansour, Said and Kacem (2025) explore a new approach 

to Software Bug Prediction (SBP) that makes use of a Double-

Stacking ensemble model. used data augmentation approaches 

to strengthen the model's resistance to SBP datasets, such as 

the NASA JM1 dataset, which frequently exhibits dataset 

imbalance, with 21 features and 10,885 occurrences. 

Interestingly, the greatest accuracy of 86.6% was achieved by 

the highly optimized Double-Stacking model, demonstrating 

that combining sophisticated optimization with ensemble 

learning[11]. 

 

Xu et al. (2025) To solve the aforementioned issues, 

provide BISP is a hybrid approach that incorporates self-paced 

ensemble undersampling (SPE), improved subclass 

discriminant analysis (ISDA), and balanced distribution 

adaptation (BDA). Experimental results obtained for six 

classifiers and six cross-project datasets show that contrasted 

with the cutting-edge transfer learning-based methods TLAP 

and JDA-ISDA, BISP improves the average balance by 34.8% 

and 2.3% and improves the average AUC by 26.5% and 8.4%, 

respectively. Compared with the deep learning approach 

SRLA, BISP can improve the average balance value by 5.1% 

[12]. 

 

Jasz (2024) presents a solution that attempts to predict 

method-level bugs while also tracking program dependencies, 

using an efficient algorithm to achieve greater accuracy. The 

practical measurements show that the defined approach really 

outperforms predictions based on traditional metrics in most 

cases, and with proper filtering, the best-performing RF 

algorithm according to the F1 can even achieve an 

improvement of up to 11%[13]. 

 

Alsaedi et al. (2023) uses ML and natural language 

processing (NLP) to build an ensemble ML method. Use 

publicly available datasets from two online software-bug 

repositories to simulate the suggested paradigm. The 

simulation results show that proposed model can outperform 

most existing models, with 90.42% acc without text 

augmentation and 96.72% acc with text augmentation[14]. 

 

Hou et al. (2022) generated Call Graph (CG) and the 

Control Flow Graph (CFG) of each function for each release. 

To execute the prediction for the specified number of defects, 

the findings were finally transferred to the Panel Data Model 

(PDM). The testing results demonstrated that the method beat 

other prediction techniques by 9.35% to 16.85%, and that the 

use of CFGM lowered MAE by 5.1% to 27.8% compared to 

barely using CGM. The forecast of corrected defects might 

show the quality of the product and help with software 

engineering quality control[15]. 

 

Table I presents a comparative summary of recent ML-

based software bug prediction approaches, highlighting 

datasets, findings, and existing research limitations. 

 

Table 1. Summary of Recent Software Bug Prediction Using Machine Learning Approaches 

Author Key Focus Dataset Findings Limitations / Gaps 

Fan et al. 

(2026) 

Developed a CAN model 

integrating TextCNN and 

Kolmogorov-Arnold 

Network (KAN) for bug 

prediction with 

explainable AI 

1880 labeled 

samples from the 

OpenStack project 

Achieved 74.92% 

accuracy and 80.72% F1-

score, outperforming 

BERT and CodeBERT. 

LIME identified influential 

keywords such as “test” 

and “api”. 

Limited dataset size and 

evaluation on a single 

project reduce 

generalizability. 

Computational complexity 

of hybrid deep models was 

not discussed. 

Mansour, 

Said and 

Proposed a Double-

Stacking ensemble model 

with hyperparameter 

NASA JM1 

Dataset includes 21 

Achieved 86.6% accuracy 

and demonstrated 

superiority over single 

Focused mainly on one 

dataset; cross-project 

validation and 
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Kacem 

(2025) 

optimization and data 

augmentation for software 

bug prediction 

characteristics and 

10,885 occurrences 

classifiers through 

ensemble learning. 

interpretability aspects were 

limited. 

Xu et al. 

(2025) 

Introduced BISP 

combining BDA, ISDA, 

and SPE techniques for 

cross-project defect 

prediction 

Six classifiers and 

six cross-project 

datasets 

Improved average balance 

and AUC compared to 

TLAP, JDA-ISDA, and 

SRLA methods. 

High model complexity and 

computational overhead; 

limited discussion on real-

time industrial deployment. 

Jasz (2024) Method-level bug 

prediction using 

dependency tracking and 

the Random Forest 

algorithm 

Software project 

method-level 

datasets 

Improved F-measure by up 

to 11% compared to 

traditional metrics and 

effectively predicted future 

defects. 

Dependency graph 

construction may increase 

processing time and 

scalability issues for large 

projects. 

Alsaedi et 

al. (2023) 

Ensemble ML model 

using NLP and text 

augmentation for software 

bug classification 

Mozilla and 

Eclipse 

repositories 

Accuracy was 90.42% 

without text augmentation 

and 96.72% with it. 

Performance highly 

depends on quality of 

textual data and 

augmentation techniques; 

limited focus on code 

metrics. 

Hou et al. 

(2022) 

Bug prediction using Call 

Graph (CG), Control 

Flow Graph (CFG), and 

Panel Data Model (PDM) 

Multiple software 

release versions 

Outperformed existing 

methods by 9.35%–

16.85% and reduced MAE 

significantly with CFG 

metrics. 

Graph construction is 

computationally expensive 

and may not scale 

efficiently for very large 

software systems. 

 

Research Gap: There are still a number of challenges in 

software bug prediction research. There are numerous models 

available, but they are trained and tested on small datasets, 

limiting their potential to apply to various software projects. 

Defect datasets are commonly imbalanced, which can bias and 

lead to inaccurate predictions. The advanced deep learning and 

graph-based techniques also demand a high computational 

load and have scalability challenges. Moreover, many methods 

are not explainable and rely solely on text or code metrics, not 

effectively combining multiple metric types. Most models are 

developed for offline analysis and not for real-time CI/CD 

environment. Hence, lightweight, scalable, interpretable and 

robust software bug prediction models are needed. 

3. Methodology 
The methodology comprised loading and pre-processing 

of a software defect prediction data set. Once the data is 

determined to be complete and free of duplicate data, EDA is 

performed to gain insight into the data structure. After features 

are designed, the data is splitting into training, validation, and 

test sets (new features are created), and the RobustScaler is 

used to normalize the data. SMOTE is used to train data in 

order to correct class imbalance. Lastly, the RF and 

DistilBERT models are trained for defect prediction and the 

SHAP analysis is used to identify the key characteristics that 

influence prediction. Figure 1 present the system pipeline. 

 

 
Figure 1. Proposed Flowchart For Software Bug Detection 

 

The overall steps of the proposed methodology are discussed 

in the next section. 

 
 

 

3.1. Data Gathering and pre-processing  

The software defect prediction dataset1 is sourced from 

Kaggle and consists of 60,000 samples, 23 features associated 

with software quality and defects. The dataset contains 
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software quality metrics such as cyclomatic complexity, test 

coverage, static analysis warnings, previous defects, and code 

churn that can be used to predict software defects. Data 

integrity is verified through initial inspection and validation, 

and the data is loaded before further processing and analysis. 

The data set is checked for duplicates and missing information, 

but neither is discovered. 

 

3.2. Exploratory Data Analysis (EDA)   

EDA is used to learn more about data properties, feature 

distributions, correlations, and data imbalance. Multiple 

statistical summary and visualization techniques are employed 

to find patterns and facilitate feature engineering and model 

building. 

 

 
Figure 2. Donut Chart For Target Distribution 

 

The distribution of target classes in dataset is shown in a 

donut pie chart in Figure 2. The data set is very imbalanced 

with only 2.96% defective modules and 97.04% non-defective 

modules. This imbalance could lead to models being skewed 

towards the majority class, hindering the effectiveness of 

defect detection. Hence, it is essential to use class balancing 

methods to enhance model's dependability and forecast 

accuracy. 

 

 
Figure 3. Top Features Distribution By Defect Class 

 

The distribution of significant software metrics for both 

faulty and non-defective classes is displayed in Figure 3. Past 

defects, static analysis warnings and cyclomatic complexity 

tend to be higher for defective modules than for non-defective 

ones. Defective classes also tend to have higher percentages of 

features, such as build failures and more developers involved. 

Defective modules, on the other hand, tend to have lower test 

coverage, which is a sign of inadequate testing. Overall, it 

shows distinct differences in behaviour of features in defect 

and non-defect software modules. 

 
Figure 4. Features and Target Variable Score 

 

Figure 4 shows the mutual information values of software 

metrics with respect to the target variable for the bug detection 

model. Past_defects is the most contributing feature, with a 

score 0.0444, followed by static_analysis_warnings, 

cyclomatic_complexity and test_coverage. The remaining 

features have only a minor impact, suggesting that historical 

defect information and code complexity metrics are important 

factors in software bug prediction. 

 

3.3. Feature Engineering 

Feature engineering is used to create new, significant 

features from the available data in order to improve the models' 

capacity for prediction. Other attributes that are added include 

complexity_score, churn_per_commit, bug_fix_ratio, 

dev_productivity, risk_index, and comment_bucket, which 

help to capture the software quality, developer activity, and 

bug-risk attributes of the software. These engineered features 

captured hidden patterns in the data and added 6 more features, 

bringing the total to 29, which helped make the defect 

prediction models more effective. 

 

3.4. Splitting, scaling and Class Balancing  

In order to provide effective training and evaluation of the 

model, data set is partitioned into three subsets. The training 

set had 42,000 rows, while the testing and validation sets each 

had 9,000 rows. This splitting approach helped train the 

models, tune hyperparameters, and evaluate performance on 

unseen data. The feature values are then normalized using 

Robertsdale after splitting to minimize effect of outliers. The 

median is used by Robertsdale to scale the data, as well as the 

interquartile range (IQR), which is calculated as Equation. 1: 

𝑋𝑠𝑐𝑎𝑙𝑒𝑑 =
𝑋−Median(𝑋)

𝐼𝑄𝑅
 (1) 

 

where𝐼𝑄𝑅 = 𝑄3 − 𝑄1, 𝑄1is the first quartile, and 𝑄3is the 

third quartile. This scaling method improves stability and 

performance of ML models. To address the problem of class 

imbalance, the few instances in the minority class are identified 

relative to the majority class. To overcome this, the training set 

is oversampled using SMOTE [16]. The purpose of SMOTE is 

to create synthetic samples for minority class in order to 

improve model's prediction accuracy for software flaws and 

assist balance the class distribution. 
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Figure 5. Class Distribution Before and After SMOTE 

 

The class distribution before and after applying the 

SMOTE technique is shown in Figure 5. The non-defect class 

has only 1244 instances while the defect class has 40756 

instances with a huge class imbalance. With SMOTE, the 

minority class is synthetically oversampled, resulting in an 

equal distribution of both classes: 40,756 minority and 40,756 

majority samples. This is an equilibrated distribution that can 

enhance the learning ability and prediction performance of ML 

models. 

 

3.5. Model Selection 

Model selection is used to determine the best method for 

predicting software defects. In this study, RF and DistilBERT 

are selected for their strong classification performance, 

robustness, and ability to handle complex data patterns. RF is 

chosen for its high accuracy, interpretability, and efficient 

training performance, while DistilBERT is selected for its DL 

capability and contextual feature learning. The selected models 

are trained and evaluated to compare their effectiveness in 

detecting software defects. 

 

3.5.1. Random Forest 

The RF is a classification model that utilizes concept of 

ensemble learning, which combines many classifiers to 

improve the outcome[17]. The RF model consists of multiple 

DTs that are applied to subsets of the dataset, and their 

predictions are averaged to compute performance metrics. On 

accuracy and other metrics, the number of trees utilized has a 

considerable influence. However, after a given number of 

trees, the model improvement becomes constant. For training 

purposes, knowing the appropriate number of trees is essential. 

In this instance, the random state is 42 and 1000 trees are used. 

Random Forest is employed as a classifier. 

 

3.6. DistilBERT  

DistilBERT, a lightweight version of Bidirectional 

Encoder Representations from Transformers (BERT), is used 

for software defect prediction due to its faster training speed 

and lower computational requirements[18]. To determine 

whether software modules are broken, the model is trained on 

balanced, preprocessed data. The following parameters are 

used for training: a learning rate of 2×10 −5, a batch size of 16, 

a max sequence length of 128, and 3 training epochs. 

Optimization is performed using the Adam optimizer, and the 

loss function is cross-entropy. To assess the model's predictive 

performance, the training data set is used, followed by 

validation on the validation data set and testing on the test data 

set. 

 

3.7. Evaluation Criteria  

he classifiers' ability is assessed using evaluation metrics 

including acc, rec, prec, and AUROC. A confusion matrix, a 

matrix-like representation of expected versus actual classes, is 

used to assess this metric.  

• True Positive (TP) indicates number of accurately 

categorized positive reports.  

• False Positive (FP) indicates quantity of negative 

samples that were mistakenly classified as positive 

records.  

• True Negative (TN) indicates number of negative 

records that were accurately classified.  

• False Negative (FN) indicates quantity of positive 

samples that were incorrectly categorized as negative 

records. 

 

Then, several assessment metrics are adjusted, as shown by 

Equations (2) to (6) 

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 (2) 

 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
 (3) 

 𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
 (4) 

 𝐹1-𝑆𝑐𝑜𝑟𝑒 =
2×𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
 (5) 

 𝐴𝑈𝑅𝑂𝐶 = ∫ 𝑇𝑃𝑅(𝐹𝑃𝑅) 𝑑(𝐹𝑃𝑅)
1

0
 (6) 

 

A classifier's performance is assessed using accuracy, 

which compares accurately projected instances relative to 

overall number of instances. The accuracy rate is proportion of 

all expected positive samples that are properly detected. The 

probability that a sample correctly identified as a positive 

among the actual positive samples is known as the recall rate. 

The acc and rec harmonic mean is F1, which ranges from 0 to 

1. A binary classifier's ability to discriminate between positive 

and negative data is gauged by its AUC. 

 

3.8. Model Interpretation 

The SHapley Additive Explanations (SHAP) analysis, 

which helps assess importance of each feature in model's 

predictions, has been used to interpret model's results. SHAP 

values are used to determine most important characteristics for 

software defect prediction. 

 

4. Results and Discussion 
An Intel Core i7 CPU (3.4 GHz, 8 cores) and 16 GB of 

RAM were used in experimental arrangement. Python 3.9 is 

used for all calculations in the Jupyter Notebook on a Windows 

10 computer. The performance of the proposed RF and 

DistilBERT models for bug detection is compared in Table II. 

The RF model outperformed DistilBERT in terms of accuracy 

(99.98%). DistilBERT performed marginally better in terms of 

Precision (99.66%). In summary, the results presented that RF 

is superior in performance and training speed to DistilBERT, 

which is also a strong DL alternative for bug detection. 

 

Table 2. Performance of Propose Models for Software 

Bug Detection  

Metric RF DistilBERT 

Accuracy 99.98 99.39 

Precision 99.76 99.66 

Recall 99.99 99.71 

F1 Score 99.88 99.69 
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Train 

Time (s) 

110.87 133.8 

 
Figure 6. Confusion Matrix of RF and Distilbert Model  

 

The confusion matrices for the RF model and DistilBERT 

model are presented in Figure 6. The RF model correctly 

classified all 267 non-defect and 8,733 defect samples without 

any misclassification, resulting in a perfect classification 

accuracy. On the other hand, the DistilBERT model has 

successfully classified 237 non-defect and 8,708 defect 

samples. But DistilBERT gave 30 FP and 25 FN. In overall, 

both models performed well, and RF model achieved good 

accuracy and consistency than DistilBERT. 

 

 
Figure 7. Plot ROC Curve of Propose Models 

 

The suggested models' classification performance is 

displayed by ROC curve in Figure 7. The Random Forest (RF) 

shows an AUC of 1.0000, indicating it can perfectly 

distinguish between the classes, and the DistilBERT curve is 

very similar, with an AUC of 0.9988, indicating very good 

predictive ability. The dashed diagonal line is the baseline and 

represents random guessing (AUC = 0.5). Overall, the figure 

shows that both models perform significantly better than 

random classification, underscoring their reliability and 

robustness. 

 

 
Figure 8. Training and Validation Accuracy/Loss of 

DistilBert Model 

 

The training and validation performance of DistilBERT 

model is shown for every epoch in Figure. 8. The loss curve 

(top) indicates that the network is learning well and is not 

overfitting because the validation loss is always greater than 

the training loss. The accuracy curve at the bottom shows a 

sharp improvement, the training accuracy has exceeded 0.99, 

and the validation accuracy is nearly as high, indicating good 

generalization and convergence. Overall, demonstrates that the 

model has excellent predictive performance and is optimized 

in a stable way. 

 

 
Figure 9. Top 5 SHAP Important Features for Defect 

Prediction 

 

Figure 9 shows the top five important features influencing 

the defect prediction model using SHAP analysis. past_defects 

had the highest impact, followed by static_analysis_warnings 

and cyclomatic_complexity. test_coverage and risk_index also 

contributed to prediction performance. The findings reveal the 

main factors influencing the classification of software defects. 
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Figure 10. SHAP Dependence Plots for Static Analysis 

Warnings and Cyclomatic Complexity 

 

The SHAP dependency charts for cyclomatic complexity 

and static analysis warnings are shown in Figure. 10, 

illustrating their impact on the model predictions. SHAP values 

in both plots are around zero for lower values of the features 

(less than approximately −0.25), and then increase rapidly as 

the features increase in value; for static analysis warnings 

SHAP values are clustered between 0.1 and 0.3, while for 

cyclomatic complexity they increase up to 0.6. The results 

indicate that increased number of code warnings and code 

complexity have more of an impact on the LLM model output, 

indicating their critical role in software defect likely prediction. 

 

4.1. Comparative Analysis and Discussion 

Table III shows the baseline models and proposed models 

for bug detection. Traditional ML and DL algorithms such as 

ANN, CNN, DT, ADA, and SVM achieve accuracies ranging 

from 76.07% to 83%, with SVM achieving the best baseline 

F1-score of 89.96%. On the other hand, the proposed RF and 

DistilBERT models achieved results that are much better than 

all the existing models. These findings show how reliable and 

successful the suggested methods are for precise bug 

discovery. 

 

Table 3. Comparison for Bug Detection between Base and Proposed Models 

Model Accuracy Precision Recall F1 

ANN [19] 81.95 83.70 96.39 89.60 

CNN [20] 83 67 33 44 

DT [21] 76.07 73.76 76.02 76.0 

ADA[11] 80.66 85.0 91.45 89.30 

ANN[22] 79 43 21 29 

SVM[23] 82.15 91.29 88.22 89.96 

Random Forest 99.98 99.76 99.99 99.88 

DistilBert 99.39 99.66 99.71 99.69 

 

This research provides an effective approach for accurate 

software bug detection using Random Forest and DistilBERT 

models. The accuracy and F1-scores of the suggested models 

are substantially higher than those of the baseline models, and 

they also improve the predictability of flaws. Moreover, the 

study highlights the effectiveness of feature engineering, 

SMOTE balancing, and SHAP interpretability in improving 

model performance and interpretation. These insights can 

support software developers and organizations in identifying 

defects earlier, minimizing maintenance expenses, improving 

software quality and making software development methods 

more dependable. 

 

4.2. Limitation and Future Work 

The study has limitations, as the proposed Random Forest 

and DistilBERT models perform well, however. The models 

have been trained and tested on a sample dataset, and may not 

be generalizable for other software projects or real-world 

environments. Moreover, DistilBERT needed more 

computational resources and training time than Random 

Forest. Larger and more varied datasets could be used in future 

to enhance generalising properties of the models. Additionally, 

the feasibility and utility of advanced DL and ensemble 

methods can be explored and tested in the real-time software 

development environment to enhance their defect prediction's 

precision and resilience. 

5. Conclusion and Future Work 
Protecting software security requires anticipating software 

flaws. An efficient way to determine whether a program has 

software bugs is to use appropriate metrics. ML techniques 

have been applied extensively in recent years to test software 

fault prediction tools, with positive outcomes. The findings of 

this study demonstrated that both models RF and DistilBERT 

performed exceptionally well in predicting software issues. 

The proposed model, the RF model, yielded an accuracy of 

99.98%, and DistilBERT gave 99.39% accuracy among the 

proposed models. Moreover, RF required less training time 

(110.87s) than DistilBERT (133.8s), indicating that RF is more 

computationally efficient. Based on SHAP interpretability 

analysis, the most influential factors affecting software defect 

prediction have been identified. Through comparative analysis 

with baseline models like ANN, CNN, Decision Tree, 

AdaBoost and SVM, it is observed that the proposed models 

yielded higher accuracy and reliability as compared to any of 

the existing models. The proposed framework can help 

software developers to identify bugs as early as possible in the 

software development process, facilitate software debugging, 

lower software maintenance costs, and enhance software 

quality and reliability. 
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